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1 Introduction

The purpose of this document is the following;:
to give a comprehensive specification of Ledgera version V_0_2

It should be, as much as possible, a self-contained document.

The document is organized as follows:

e Sec[2 gives an architectural overview of Ledgera.

e Sec[3] describes the system model of Ledgera.

e Sec[d] defines verifiable function and their execution.

e Sec[f] defines internal messages of Ledgera and the concrete types they contain.
e Sec[f] describes the storage-layer.

e Sec[7] describes the logging-layer.

e Secl§| describe the coreset-layer.

e Sec[d] describes the function-layer.

e SeclI0] states and proves important properties upheld by Ledgera.

e Sec[Td] discusses communication complexity.

e Sec[I2)illustrates how Ledgera can be used on a simple hello world example.

e Sec[I3| provides a broader discussion covering related work, current limitations, and directions for future versions.

2 Architectural overview

The aim of Ledgera is to provide a distributed ledger designed for organizations and devices that need to collaborate without
relying on a central trusted authority. To this end, Ledgera offers primitive operations for the Byzantine Fault Tolerant
distributed execution of verifiable functions (functions whose definition can depend on a single-party or can be multi-party),
for the notarization of (the execution of) these functions (via non-revocable anchoring of quorums of signatures, confirming
the declaration of the function and, if applicable, proving the integrity of its computed output), as well as for the optional
storage of its input and/or output data (via non-revocable anchoring of quorums of signatures guaranteeing the availability
of said data). Fig below shows the lifecycle of an instance of a verifiable function in Ledgera.
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Figure 1: Ledgera roles and how they interact on the different layers of abstraction (feeback messages to the clients and
queries made to storers not represented) during the lifecycle of a function instance

2.1 Ledgents & roles

Nodes in Ledgera are called “Ledgents” (for Ledgera Agents). Ledgents are authenticated unambiguously via a Public/Private
key pair.

Roles specify behaviors that can be executed as processes running on Ledgents. A Ledgera system is composed of a set
of Ledgents N. Any Ledgent n € N may or may not play any of the following 5 roles: client, executor, prover, storer
and/or logger. Each role process that runs on a Ledgent inherits the Ledgent’s unique identity (Public/Private key pair).

To deploy Ledgera over a set of Ledgents, one needs to assign roles to these Ledgents (a single Ledgent may play several
distinct roles and the processes that correspond to the execution of these roles are, as a result, co-located). As illustrated
on Fig (c.f. yellow rectangles at the bottom), we distinguish between 5 types of “roles”:

e clients request the execution of function instances (via Rey, messages) and can propose values (arguments) for the

unknowns of multi-party function instances (via Ri, messages). It is via the clients that users/applications may
interact with Ledgera.

e executors vote to decide on (1) granting execute rights to function instances (via emitting Ve,, votes), (2) validating
a “core-set” of arguments for multi-party function instances (via emitting Vi,s votes) and (3) after having replicated
locally the execution of a function instance, on the result of that function instance (via emitting V,u votes). They
also forward storage requests (via Rgy, messages) for the inputs and/or outputs of function instances that are flagged

as “persistent” and notify they have done so (via emitting Vg, votes). executors can also notify clients of different
events (not represented on Fig.

e provers collect votes from executors, produce quorums of signatures that constitute proofs that various events
occurred, package these proofs and send them to the secure log for anchoring:

A quorum of Vg, votes constitutes a proof that a function instance has been declared and granted execute right.
It is stored as a T¢y, transaction on the secure log.

A quorum of V;,s votes constitutes a proof that an assignment of values for the unknowns of a multi-party function
instance has been validated. It is stored as a T;,s transaction on the secure log.

— A quorum of Vo, votes constitutes a proof of integrity of the output of a function instance. It is stored as a Tous
transaction on the secure log.

— A quorum of Vg, votes constitutes a proof of (shipment to) storage of an input and/or output of a function
instance. It is stored as a Tgt, transaction on the secure log.

e storers implement a distributed (replicated, redundant, Byzantine Fault-Tolerant) storage. They receive storage
requests (as Ry, messages) from executors and update the distributed storage accordingly. They also answer to
queries from executors or clients that want to retrieve data (not represented on Figl).
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e finally, loggers participate in implementing a “secure log” that totally orders transactions they receive from executors
into a coherent “valid history” (c.f. Definition |15)).
We consider every Ledgent to be a light-client of the secure log i.e., whenever and iff the secure log delivers a transaction,
then, eventually, every Ledgent will have delivered said transaction.
(Fig[l] represents this abstractly as D(Tis).)

We denote respectively by N, N, Np, Ns; and N; the sets of all the client, executor, prover, storer and logger
components.
2.2 Layers of abstraction
As hinted by Fig[l] we may describe the behavior of Ledgera as taking place on 4 different levels of abstractions:

e alow-level storage-layer, which implements a (replicated) database in the form of a key-value store that upholds specific
properties (such as the availability of data for which a Proof of Storage exists).

e a low-level logging-layer, which orders and anchors Proofs that various events took place in the form of transactions.
This layer thus provides auditability and traceability of these events. These transactions are totally order, which
enables decisions that require events to be ordered.

e a coreset-layer, which allows agreement on the inputs of multi-party function instances.

e a function-layer, which implements the verifiable execution of function instances.

2.3 Application-Client API and deployment

In order to implement a distributed application on top of Ledgera, one needs to describe how operations of the application
get triggered and executed as lower-level Ledgera function instances. To do so, one needs to:

e Implement a Ledgera application template (c.f. Section |4.1)) which consists in:
— providing data types for the values that can be stored, provided as input or produced as output of function
instance,
— providing function types to be used in function instances, and

— providing predicate types to constraint accepted values for multi-party function instances).
e Write application code that translates higher-level operations into one or several lower-level Ledgera function instances.

Once the Ledgera application template and the application code are written, the application can be deployed as illustrated
in the example in Fig[2] below.

Users interact with the application code (outside the scope of Ledgera). This application code must run in a Ledgent that
plays the client role. The application code communicates with the co-located client role via a dedicated “client API”.
The client API can be used to submit requests to the system (e.g., executing new function instances) or retrieve information
from the system (e.g., retrieving values from the distributed storage).

Role processes are hosted on the different Ledgents that play them. For instance, a single node may play, at the same
time, the client, executor and prover roles, as does node ny in the example of Fig[2]

At operation time, the role processes running on each Ledgent in N communicate with each other via an “internal message
interface” (detailed in Section [5)).

3 Preliminaries and system model

In what follows, we use the notation @ to denote the “None” case of option types. This @ notation is not to be confused
with the () notation, which denotes an empty set.

We assume the existence of a digest type $ and of a hash function ¥ that maps any serializable value into $) with
negligibly probable collisions.
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Figure 2: Example of deployment of a Ledgera network

3.1 Fault tolerance

A Ledgera network is Byzantine Fault Tolerant. Given |N| the number of Ledgents, Ledgera tolerates up to f Byzantine
Ledgents, where |[N| = 3 f + 1. The integer f is the maximum number of Ledgents in N that may deviate arbitrarily from
the correct implementation of Ledgera. We may refer to f as the “Byzantine threshold”. We may also denote by F C N
with |F| < f the subset of Ledgents that are actually faulty.

In the current version (V_0_2 of the specification) we only consider a single Byzantine threshold f that concern all Led-
gents, without any regard to the roles they play.

This has implications on the minimum number of Ledgents that must play specific roles. With the hypothesis that any
message of the “internal messages API” that is emitted by a correct Ledgent is eventually received by all the correct Ledgents
it targets, we require that there are at least:

e 2f 41 executors. Since in version V_0_2 of Ledgera we consider only deterministic functions, to ascertain that a value
v is the correct result, we only need f 4 1 distinct executors to produce it. Indeed, if one obtains the same v value
from f + 1 distinct executors, we can be sure that at least one of these executors is honest and thus v is valid.

In the worst case where there are f Byzantine executors that abstain from producing a value, we still need to have
f + 1 replicas of v. Thus we need 2f 4+ 1 executors.

e f+ 1 provers to guarantee that proofs are produced (in the worst case, f provers abstain from producing proofs).
However, in the paper, we will always consider a specific deployment in which there are 2f + 1 provers that are
always co-located with the executors. This is done so as to simplify the exchange of information so that any honest
executors immediately learns of the proofs produced by the honest prover it is co-located with.

e f+1 storers for the distributed storage to be functional. This ensures that at any given time, an honest storer has
a full copy of the data and can make it available by answering queries.

e 3f+1 loggers for the secure log to be functional, as it requires Byzantine-Fault-Tolerant consensus [10] (c.f. Remark.

3.2 Public key infrastructure and network assumptions

We assume a permissioned network of N Ledgents with |N| = 3f + 1, each Ledgent being identified by a unique asymmetric
Public/Private key pair.

The set of all cryptographic signatures of arbitrary payloads (serialized messages) produced by any Ledgent in the set N
of Ledgents is denoted by &. For any Ledgent in N and any payload, there exists only one such signature.

In pseudo-code we may write “broadcast m to X” where m is a message and X C N a set of Ledgents. We assume m
is serialized, that the Ledgent emitting m signs this serialized payload, producing a unique signature ¢ € & and that the
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Assumption 1. For any correct Ledgent n € N, if n broadcasts a message to a subset X C N of Ledgents, then,
eventually, every correct Ledgent in X will receive that message.

With Asmpt[T] a message emitted by a correct Ledgent will eventually be received by all the correct Ledgents it targets.
This says nothing about messages emitted by Byzantine Ledgents, which are free to equivocate.

Remark 1. Byzantine-Fault Tolerant consensus cannot terminate deterministically on a fully asynchronous setting as
per the FLP impossibility result [10}]. As we need BFT consensus for the secure log (c.f. Sec@, Ledgera must either rely
on randomization under an asynchronous network model, or consider a partially synchronous network model [10]. Either
way, Assumption[]] guarantees eventual message delivery, which is the key requirement for liveness of BFT consensus.

In pseudo-code we may write “upon receiving m with signature o € &”, signifying that the Ledgent has received a
signed serialized message, verified its signature is correct, and deserialized the payload into m.

Definition 1. For any serializable message m, we define:

_ lqf=f+1
Qm) = {q c6 Vo € q, o is the signature of m by a Ledgent in N

In Def we introduce the notion of quorum. For any serializable message m, the existence of a quorum ¢ € Q(m)
guarantees that at least one honest Ledgent has signed m.

4 Distributed verifiable function instance Execution

4.1 Ledgera application template

Higher-level operations from the application are converted and executed as function instances on Ledgera. The execution of
these function instances produce proofs of integrity and availability. To encode these application-specific functions, we use a
“Ledgera Application Template” LAT, as defined in Definition

Definition 2. A LAT is a tuple (values, functions, predicates) where:

e values is the union of the types of data that may be stored in the distributed storage and/or used as input and/or
output of functions,

e functions is a finite set of functions ¢ of finite arity || € N and profile ¢ : values!?! — values, and

e predicates is a finite set of predicates ¥ of finite arity || € N and defining a relation 1 C values!*!.

For any LAT, we may denote by LAT a1, LAT opn and LAT g its respective constituting elements.

Given a LAT, LAT, represents all possible data that may transit through the network and be stored, and may be used
as input of functions or produced as the output of the execution of functions.

LAT oy represents all possible atomic functions that can be executed on Ledgera and produce a Proof of Integrity. These
functions must be deterministic. For any function ¢ € LAT o, and any array of inputs 2y, -+, x4 € LAT@], we denote by
(w1, ,2)9)) € LAT a1 the unique possible result of applying the function on the array of inputs.

LAT:q can be used for multi-party function instances, to constraint the arrays of inputs that are authorized. In this

context, given ¢ € LAT ,;q and an array of inputs @1, -+, |y € LATLﬁll, if (21, -+, x||) holds, then the coreset-layer may

validate this array of inputs, which will be available to be chosen as the array of inputs of the multi-party function instance.
Serialization. We assume any object in LAT a1 U LAT opn U LAT g is serializable.

Example. Consider the following LAT example:

Y1 €{THUlU,, enfor = v},
LAT = | N, {+}, S ¥1 A2 Avg| 2 € {THUU,, en{z2 = v2},
| %3 €{T, 71 # w2}

&edgera 6/
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In this example, the set of values LAT, is the set of positive integers N. There is a single function, which is the addition
on naturals 4+ : N x N +— N. As for the predicates, they allow constraining the inputs x; and x5 of the addition as follows:
fixing the value of z1, fixing the value of x5 and/or forcing x; and x5 to be distinct. This LAT enables both single-party
and multi-party additions over integers, with the possibility of constraining its inputs as prescribed by LAT pq.

4.2 Function specifications and function instances

The notion of “function” is central to Ledgera. We distinguish between:

e “function specifications”, which define a function type and stipulate on which arrays of input a function can be executed,
and

e “function instances”, which are uniquely identified transient processes run by the Ledgera network and correspond to
a given execution of a function specification.

We formalize “function specifications” in Def[3] Our formalization uses the notion of “Proof of Shipment to Storage”
(LPg) from Def@ in Sec The Ips € LPg are used as pointers, referencing a value that is stored on the distributed storage.

Definition 3. A function specification is a tuple (¢, 1, K) where ¢ € LAT opn is the function type to execute, 1 € LAT g
is a predicate constraining the values that can be used as inputs, and K : N — LAT, ULPg gives the values of the
known inputs. We denote by Spec the set of all possible function specifications.

Given a function specification (¢, ¥, K) € Spec, an input at index i € [1, |¢|] is said to be:

e “Known in advance” if i € Dom(K). In that case, the choice for the concrete value of the argument at index i is fixed
in advance by the proposer of the function specification, which is specified by K as follows:
— If K(i) € LAT ., the concrete value is directly shipped with the specification.
— If K (i) € LPs, then, whoever wants to execute the function specification must, at first, retrieve the concrete value

from the distributed storage to which K (i) points.

e “Unknown” if i ¢ Dom(K). In that case, the function is multi-party and one must wait for agreement on the unknown
inputs before being able to execute it.

A function specification (¢, ¢, K) € Spec is valid iff (1) the arities of the function and predicate types match i.e., || = |¢],
(2) the known inputs in K correspond to inputs at indices in [1, |¢|] i.e., Dom(K) C [1,|¢|], (3) every Ips € LPs proposed as
known input is valid (c.f. Def@ and (4) if there exists at least one array of input that satisfies ¢ i.e.,

Jxy, - oy € LAT‘\ZI‘ s.t. Vi € Dom(K), z; = unwrap_val(K (7))

where unwrap_val is defined in Alg[] of Sec[6.3] and guaranteed to return the value because the Ips € LPg is valid, and
(w1, -+, x)y)) holds.

Definition 4. A function specification (¢,1, K) € Spec is valid iff:

(|(,Z§| = |’l/)|) /*arities match*/

N (Dom(K) - [1, ‘QS”) /*known inputs indices respect arity*/

A\ ( Vo € Img(K) N LPs, x 1s a valid LPg ) /*inputs from storage have valid proofs (as per Def@ */
€ D K ;= val(K(:

N <E|x1, T Ty S LATtﬁl‘ A Zz(jl, Orn,(xw){) i uawrap-va ( (Z)) ) /*predicate ¢ is satisfiable*/

A “function instance” corresponds to the execution of a “function specification” (¢,1, K) € Spec with some additional
metadata:

e a “persistent output flag”, which is a boolean that, if true, will make so that the output result of the function is stored
on the distributed storage

e for each “known in advance” argument of index i € Dom(K) such that K (i) € LAT, is a raw value, a “persistent
input flag”, which is a boolean that, if true, will make so that that input is stored on the distributed storage

&edgera 7/
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4.3 Lifecycle of function instances

The lifecycle of a “function instance” is described on Fig[l] from the overview in Sec[2]

The lifecycle starts with a client broadcasting a Rsy, message to the set N, of all executors. This Ry, message
corresponds to a request for the execution of a new function instance. The message contains (among other things) the
specification (¢, v, K) € Spec of the function.

Upon receiving this specific Rsy, message, an executor verifies that the specification it carries is valid (as per Def. If
this is the case, the executor produces a specific Vs, vote (containing information identifying unambiguously the function
instance), signs it, and broadcasts it to the set N, of all provers.

The provers collect the signatures of the V¢, votes that are broadcast by the executors. Upon collecting a quorum
of signatures for such a Vg, vote, a prover constitutes a “Proof of Function Declaration” (LPgp from Def@ in Sec and
submits it to the loggers for anchoring in the secure log, as a Ty, transaction.

The coloured frames below (respectively red and purple) describe the optional segments of the same color in the lifecycle
of a function instance in Fig[l]

For each input at index i € [1,|¢|] N Dom(K) that is known in advance, if the input is shipped as a raw value
K(i) € LAT, in the initial Rsy, message and flagged as a persistent input, the production of an Ipfd € LPgp triggers its
storage (red dotted arrows in the figure).

The storage of inputs is carried out by the executors. Each executor broadcasts a Rgy, message to the set Ng of
all storers, which requests the storage of that input value v € LAT ), justified by the Ipfd € LPgp.

Upon receiving such an Rey, message, a storer stores the input value v € LAT, as the pair (Y(v),v) on its local
copy of the Key-Value distributed store.

After having sent an Rgy, message, an executor also signs and broadcasts the corresponding Vg, vote.

The provers collect the signatures of the Vg, votes that are broadcast by the executors. Upon collecting a quorum
of signatures for such a Vg, vote, a prover constitutes a “Proof of Storage” (LPs from Def@ in Sec and submits it
to the loggers for anchoring in the secure log, as a Tgt, transaction.

If the specification of the function instance has unknown inputs (i.e., [1, |¢|] \ Dom(K) # 0), the system needs to agree
on their value them before being able to perform the actual compute.

To do so, clients (including others than the initial requesting client) may propose values for the unknowns via
broadcasting R;, messages to the executors. The proposal of inputs by clients different from the requesting one makes
the function instance “multi-party”.

The executors passively collect input proposals until they can establish a complete assignment of the unknowns
inputs of the function that satisfies the constraint ). Upon establishing such an assignment, each executor broadcast
a unique Vi, vote for this assignment. The executors may also echo the votes of other executors after having verified
they constitute valid assignments (i.e., that the assignments found by the other executor also satisfies ).

The provers collect the signatures of the Vi,s votes broadcast by the executors. Upon collecting a quorum of
signatures for such a Vi,s vote, a prover constitutes a “Proof of Verification of an Input Assignment ” (LPyr, from Def@
in Sec and submits it to the loggers for anchoring in the secure log, as a T, transaction.

The delivery of such a Tj,s transaction by the secure log (which must be unique per function instance) ensures
agreement on the array of inputs in the multi-party case.

Upon agreement on a unique assignment of values for all the inputs of the function (either directly in the case of single-
party functions or after delivering the T;,s transaction in the case of multi-party functions), each executor executes the
function locally and signs and broadcasts a V.y, vote containing the hash of the output result.

The provers collect the signatures of the Vo, votes that are broadcast by the executors. Upon collecting a quorum
of signatures for such a V., vote, a prover constitutes a “Proof of Computation Integrity” (LP¢) from Def@ in Sec and
submits it to the loggers for anchoring in the secure log, as a Toy transaction.

If in the initial R¢yy declaration the output is flagged as persistent, then the production of an Ilpc € LP¢ triggers the
storage of that output value. This follows the same principle as described above for the case of persistent inputs, except
that now both an Ipfd € LPgp and an Ipc € LP¢ are required to justify the storage of the output. The executors must
include these two proofs in the Rgy, they broadcast.

5 Internal message interface

5.1 Votes and Proofs

Def below collects the concrete types of all vote messages that executors broadcast to provers.

@Ledgera 8/



Ledgera Yellow Paper version V_0_2 B

Definition 5. We define the Ledgera vote types as follows:
vote emitted to accord execute permission

fid € G, for function instance identified by fid (which is the signature of the Reyy message
v K :N—9, broadcast by the client declaring the function)
fum |7 N, and whose inputs at indices in U are unknowns,
pi CN and whose known inputs have their digests given by K’

and are flagged as persistent according to pi

vote emitted to validate an assignment v of the unknown inputs
fid € 6, S . .
Vins < VN — InputRef ) of a function mstance. zdent?ﬁed by fid, .
where each unknown index is mapped to a reference in InputRef (c.f. Defﬂ)
fid € G, vote emitted to confirm that the result of
v uref € {@} U9, the function instance identified by fid,
tl res given the agreement on unknown inputs with digests in uref (if multi-party),
po€B has a digest of r and ought to be stored iff po =T
vote emitted to confirm having forwarded a storage request
fid € 6, for a value of digest h, involved in
Veto | h €9, the function instance identified by fid
pk € {o}UN if pk = @, it corresponds to its output

if pk € N, it corresponds to its pkth imput

Signatures of these votes are collected by provers to constitute various “Ledgera proofs”, as defined in Definition [6]

Definition 6. We denote by:

LPrp = Viwn X P(6) the set of Ledgera Proofs of Function Declaration

LPy;p = Vips X P(6) the set of Ledgera Proofs of Verification of Inputs Assignment
LP¢ = Vour X P(6) the set of Ledgera Proofs of Computation Integrity

LPs = Vg X P(6) the set of Ledgera Proofs of Shipment to Storage

A Ledgera Proof (v,q) € LPgp U LPyry U LPc U LPg s valid iff ¢ € Q(v).
(c.f. Def i.e. q is a quorum of signatures of payload v)

The InputRef type, appearing in the definition of the Viys type in Def[5]is defined in Def[7]

Definition 7. An input reference is a tuple (aid, I, Ips) where aid € S is a signature, I C N corresponds to the indices
at which the referred value may be used as input and Ilps € LPg is a Proof of Storage of the value we want to propose as
input. We denote by InputRef the set of all possible input references.

5.2 Transactions

In Ledgera, “transactions“ (introduced in Def below) package various “Ledgera proofs” (c.f. Def@ for anchoring in the
secure log.

Definition 8. The set of Ledgera transactions is:

UlpsELPs {TStO(lps)}
U UlpfdGLPFD {Teun(lpfd)}
U Ulpm'aGLPvm {Tins (lpvza) }
U UlpcGLPC {TOUt(lpC>}

T =

5.3 Requests

Def[9] below introduces the types of all request messages that can be emitted to stimulate Ledgera.

Definition 9. We define the Ledgera request messages types as follows:

@Ledgera 9/
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1 €N, requests the execution of function specified by (¢,1, K) € Spec (c.f. Def@ and
B (6,9, K) € Spec, identified by a nonce © which uniquely identifies requests from the same client,
fu o € B, with the output flagged as persistent by po € B,
pi CN and inputs flagged as persistent by their indices in pi C N
fid €& proposes the value stored on the distributed storage
R, ICN ’ and referred to by the Proof of Storage lps € LPg (c.f. Def@,
m Ips € £.PS as input at every index in I C N,
of the function instance identified by fid € &
requests storage of value v € LAT v (c.f. Def.lg) associated to the function instance
v € LAT a1, identified by the message Vey, in the Proof of Function Declaration Ipfd € LPgp
Rsto | Ipfd € LPpyp, (c.f. Def@ which also proves the instance has been granted execute permission)
kind € NULP¢ as either its input at a given index (if kind € N) or as its output (if kind € LP¢),

the latter case requiring a Proof Of Integrity (c.f. Def@

The broadcast of a request Ry, (4, (¢, 9, K), po, pi) with signature o € &, if valid, initiates the execution of a function
instance identified by o, with specification (¢, v, K), and with persistence metadata specified by po and pi. In Def we
define the validity of such requests.

Definition 10. A request Reun (i, (¢, 9, K), po, pi) is valid iff:

(¢, T/J, K) is valid /*as per Def*/
A\ pZ C {Z S DOTI’L(K) | K(Z) S LATval} /*input persistence only concerns known inputs shipped as raw values*/

A request Riy(fid, I, Ips) corresponds to the proposal of a value in storage (referred to by Ips) as an input at every index
in I for the function instance identified by fid. Such a request can only be validated in the context of the function instance
identified by fid. The validity of a request Ri, given an existing valid request 7y, € Reun identified by signature o (written
“Rin is valid w.r.t. 7y, of signature o) is given by Def][11] below.

Definition 11. Let 7y, = Reun(%, (9, 9, K), po, pi) be a valid request (as per Def@) identified by signature o. We say
a request Rin(fid, I,Ips) is valid w.r.t. v,y of signature o iff:

ﬁd =0 /*the proposal concerns the given function instance*/
A T 7é 0 /*the proposal is made for some indices*/
AN IC ([1, |¢H \ DOTTL(K)) /*the proposal is made for indices of unknowns*/
A lps is valid /*as per Def@*/

A request Rgto (v, Ipfd, kind) corresponds to the storage of value v € LAT,). The Proof of Function Declaration lpfd € LPgp
issued in this request guarantees the existence of a function instance identified by the fid within the Vi, (fid, K', U, pi)
contained in Ipfd. If kind € N, the value v corresponds to the input of index kind of that function instance. If kind € LPg,
the value v corresponds to the output of that function instance, which in that case is justified by the Proof of Integrity
kind € LP¢. The validity of a request Rgt, is given by Def@ below.

Definition 12. Let Ipfd = (Veun(fid, K, U, pi),q) € LPgp. A request Revo (v, Ipfd, kind) is valid iff Ipfd is a valid LPgp (as
per Def@ and we have:

kind e N A kind € DL /*input index must match a persistent input*/

N K’(kl'ﬂ,d) = Y(U) ) /*value digest for the input must match*/

kind = (Voue (fid', uref, v, po),q') € LPc A kind is a valid LP¢ /*as per Def[g*/

A _ﬁd/ = ﬁd /*identifiers in LPgp and LP¢ must match*/

v N po = T /*output must be flagged persistent*/
N r= Y(’U) /Foutput digest must match*/

5.4 Queries
Def[13] below introduces the type of query messages used to retrieve data from the distributed storage.

Definition 13. We define the Ledgera query message types as follows:

&edgera 10/
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Q hes$,
sto \ Ips € {@} ULPg

5.5 Notifications

request to perform a read on the distributed storage at key h € $,
with optional justifying Proof of Storage lps € LPg (c.f. Def@

Def below introduces the types of the notification messages that can be sent in reaction to requests (c.f. Def@ or queries

(c.f. Def[13).

Definition 14. We define the Ledgera notification message types as follows:
. ( v € LAT a1, ) notification of the raw output value v € LAT vy (c.f. Def@
o\ Ipc € LPg of a function, justified by the Proof of Integrity lpc € LP¢ (c.f. Def@
N < qid € G, > response from a storer to a Qszo query of signature qid € S,
s\ ve{o}ULAT either empty (v = &) or with a raw value v € LAT vy (c.f. Def@

6 Behavior at the storage-layer

In the following, we present the behavior of Ledgents at the storage-layer:
e Sec[6.1] gives an overview of the protocol for “writing” on the distributed storage.
e Sec[6.2] gives an overview of the protocol for “reading” on the distributed storage.

e Sec[6.3]details the behavior of the Ledgents involved in the implementation of the distributed storage using pseudo-code.
More precisely, this corresponds to the behavior of individual executors, provers and storers.

For the sake of simplicity, we assume that executors and provers are present in the same number and always co-located.

6.1 Store data

executors & provers storers loggers
‘IL‘] | TN, ISl I JN[

et (8] =2

for storing an input : upon LPFD built [
for storing an output : upon LPFD and LPC built

|
) Rstol . ) Rsy Nl | ! || request storage ofvaluej

1| with justifying LPFD
|| and (if output) LPC

o

anchor

S| on|
. ! | onlog

|
_/

consensus eventually yielding delivery of exactly one of the Tato on all nodes

TR RN

Figure 3: Storing data

The diagram in Fig describes the expected behavior of the Ledgera network whenever a storage request is triggered (for
an input, this happens when a “Proof of Function Declaration” (LPgp) is produced, and for an output, when the corresponding
“Proof of Integrity” (LP¢) is produced).

To request the storage of some data on the Ledgera network, an executor broadcasts an Rgy, message, which will
eventually be received by all the storers.

Upon receiving an Rgy, message, a storer verifies the “Ledgera proofs” it contains that justify the storage of the data it
is shipped with. For storing a persistent input at index 4 of a function instance, the storers verify that the LPgp is valid and
concerns the known input of the function instance at index i, which must be flagged as persistent and have the same digest.
For a persistent output of a function instance, storers verify that the LPgp is valid and concerns the output of the function
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instance, which must be flagged as persistent, and they verify that the LP¢ is valid and the digest of the output corresponds
to that of the shipped data. Implementation details are given in Algorithm

Fig[3] shows how each executor may send a different Rgy, message, which may happen because executors do not wait
for consensus, and each of them may have different sets of signatures in the quorums that constitute the LPgp and the LPg.

After emitting a Rgy, message, each executor also emits a Vg, vote, which justifies that the executor has broadcast the
storage request (c.f. Algorithm .

After having received f + 1 signed copies of the corresponding Vg, vote from different Ledgents, a prover constitutes a
quorum of signatures and produces a “Proof of Shipment to Storage” (LPs). The existence of such an LPg guarantees that the
data will eventually be stored and available in the distributed storage. Indeed, it means that at least one correct and honest
executor has broadcast the corresponding Rgt, message. By our hypothesis on the network (c.f. Asmpt7 this implies that
all honest storers will eventually receive that specific Rgy, message. As a result, they will all store the data on their local
copies of the storage, and the data will be available.

Once a prover has produced a LPg, the prover submits it to the loggers in the form of transaction Tgy, for anchoring.
Implementation details are given in Algorithm Via a consensus mechanism, the secure log guarantees that, eventually,
exactly one such T, transaction (one per function instance and per persistent input/output) will be delivered.

The content of the secure log being public, non-revocable and non-falsifiable, any of the nodes will eventually have access
to it. Thus any node will eventually have the confirmation that one of the Tg, has been included in the log. We denote this
fact in Fig by the dotted arrow carrying “D(Ts,)”. Remark that we have used the same dotted arrow for “D(Tips)” in
Fig[l] to represent the fact that executors wait for delivery of a Tips.

6.2 Query data

The diagram on Fig[] describes the expected behavior of the Ledgera network

whenever a node requests data from the distributed storage. SToTaTE
To do so, the node broadcasts a Qgo query that contains the digest of the |Led ent| /?‘ | — | . ‘

data it wants to retrieve, as well as an optional Proof of Shipment to Storage g S _

(which, if present, guarantees its availability). | Qsto| ! | |
The Qsto query will eventually be received by all the storers. e
Upon reception, each individual storer answers this query with a Rgyo  Nae D H |:|

response. If is has the data that corresponds to the provided digest, it returns
it with the response. Otherwise, if there is a Proof of Shipment to Storage (LPg) | ] ] ]
in the Qg0 query, and if this proof is valid and corresponds to the provided ! ! !
digest, then the storer is guaranteed to eventually store that value. As a
result, it waits to receive the value before answering the query. If, on the
contrary, the Qgso query does not contain a LPg or contains an invalid LPg, then
it immediately answers with a Rgy, that does not contain any value. Implementation details are given in Algorithm

Figure 4: Querying data

6.3 Detailed behaviors of Ledgents per involved roles

Algorithm [T] details the procedures available to the executors to trigger the storage of data on the storage-layer, as illustrated
on Figll]

Algorithm 1: Procedures available to executors to trigger storing on the storage-layer

1 Procedure store_input(v € LAT ), lpfd € LPgp, i € N): /% c.f. Def. & Def E| */
2 dbg,assert!(Y(v) = lpfd’l)funK(’L)) ; /* the value’s digest should match that from the Ipfd */
3 broadcast R, (v, Ipfd, i) to N ; /% c.t. Def Jo| */
4 | broadcast Vsio(Ipfd.vjun. fid, Ipfd.vpun.K(1),i) to Np ; /% c.f. Def ol +/
5 Procedure store_output(v € LAT 1, Ipfd € LPgp, Ipc € LP¢): /% c.f. Def. & Def E| */
6 dbg,assert!(lpfd.vfun.fid = lpC.Uout.fid) ; /* both proofs should concerns the same function instance */
7 dbg_assert!(Y(v) = lpc.vous.T) ; /* the value’s digest should match that from the Ipc */
8 broadcast Reto (v, Ipfd, Ipc) to Ny ; /% c.t. Det Jo| */
9 | broadcast Vsto (Ipfd Vfun. fid, lpcvoys.1, @) to Ny ; /* c.f. Def Js| */

Algorithm [2] describes the behavior of provers w.r.t. the storage-layer. On each correct node that hosts a provers, there
is a dedicated thread that runs the algorithm from Alg]2]and the pertinent messages the node receives are redirected to that
thread.

Algorithm [3] describes the behavior of the storers. On each correct node that hosts a storers, there is a dedicated
thread that runs the algorithm from Alg[3]and the pertinent messages the node receives are redirected to that thread.
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Algorithm 2: Behavior of the provers w.r.t. the storage-layer

Type : Storageld = S x {@} U N; /* ¥V fid € &, we store either output id-ed by & or input at index ¢ € N */
pTOUiTLg : Map<vsto = S€t<6>> <~ {} . /% initialize map to store quorums which are being built */
proved : Set(StorageId) — {} ? and set to ignore pairs for which a quorum has already been built

2 upon receiving vy, = Vsio(fid, h, pk) with signature c € & :

3 if (fzd7pk‘) ¢pr0ved then /* if not already produced a PoS for this pair */
4 proving[vsto] <— proving[vsto] U {o} ; /* add signature to quorum being built */
5 if |pTOUiﬂg[Usto]‘ > f + 1 then /* if there are now enough signatures */
6 q <— proving.pop(vsm).select(f + ].) ; /* forming quorum of signatures */
7 for vl,, € {vl,, € proving | vl,.fid = vso.fid AV}, Dk = Vs0.0k} dO

8 L proving.delete(v;w); /* garbage collecting */
9 proved.append((fid, pk));

10 lps <« ('Ugf,o, q) ) /* forming LPs (c.f. Def. */
11 broadcast T, (lps) to N ; /% c.f. Def. */
12 upon delivering D(Ts:o(lps)) :
13 if (Ips.vsto.fid, Ips.vsio.pk) & proved then
14 for vgto € {Vsto € proving | Vsto. fid = Ips.Vsto. fid A Vsto.pk = Ips.vsto.pk} do

15 L proving.delete(vst,) ; /% garbage collecting */
16 proved.append((Ips.vsto. fid, Ips.vsio.pk));

Algorithm 3: Behavior of storers

local : Map<£) — LATval> A {} . /% local replica of the storage */
pending : Map($)— Set(N x &)) <« {} ~’ pending queries

2 upon receiving rg, = Reo (v, Ipfd, kind) : /% c.f. Def EI */
3 h + Y(v) ;

4 if T'sto is valid N\ h g local then /* Tsto valid as per Def . & not already stored */
5 locallh] + v;

6 for (n, o) € pending.pop(h) do /% answers pending queries */
7 | broadcast N (0, local[h]) to {n} ; /% c.f. Def. */
8 upon receiving Qs¢o(h, Ips) from n € N with signature o0 € & : /% c.f. Def. */
9 if h € local then /* immediately answers if already in storage */
10 | broadcast Ny (0, local[h]) to {n} ; /% c.f. Def. */
11 else if lps S LPS A lpS.Usto.h =hA lps is valid then /* delay answer if LPs validity guarantees eventual availability */
12 | pending[h] < pending[h] U {(n,o)};

Finally, in Algorithm 4] we detail the procedure available to executors and clients to retrieve data from the distributed
storage. After having broadcast the Qgt, query, the node requesting the value waits for a Rgyo response carrying a value which
digest matches the one in its initial query, waiting for at most f + 1 responses, to guarantee receiving at least one from an
honest storer. Duplicate responses from the same node do not count towards this f 4+ 1 threshold.
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Algorithm 4: Procedures available to executors and clients to retrieve data from the distributed storage
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Procedure query_storage(h € $), lps € {&} ULPs):
resp < 0
broadcast Qsto(h, Ips) with signature o € & to N ;
while |resp| < f+1 do
upon receiving Ngi,(0,v) from n € Ny :
if v # @ A Y(v) == h then
L return v;
resp < respU{n};

return J;

Procedure unwrap.-val(z € LAT . ULPg):

if t € LAT,, then
L return z;

else
L return query_storage(Z.vsto.h, T);

@_edgera
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7 Behavior at the logging-layer

7.1 Valid history of transactions

The Ledgera secure log orders and stores transactions. It produces a unique list of transactions which form a valid history
as defined in Definition [I5l

Definition 15. We define the set of all valid histories of transactions HT C T* inductively as follows:
[| € HT and for any l € HT and any t € T, l.t € HT iff:

o if t = Taso(lps) with lps € LPg then:

— storage guaranteed: Ips is valid

— unicity: Alps’ € LPg s.t. Ips' vgto. fid = Ips.vsso. fid A Ips’ Vsso.pk = Ips.Vgt0.pk A Tero(Ips’) € 1
o ift = Teun(Ipfd) with Ipfd € LPpp then:

— execute rights given: Ipfd is valid

— unicity: Alpfd’ € LPrpy s.t. Ipfd’ v pyn.fid = Ipfd.vpun. fid A Tew(Ipfd') €1
o if t = Tins(lpvia) with lpvia € LPyyy then:

— preceded by declaration with unknowns:
Jipfd € LPgp s.t. Ipfd.vyn.fid = lpvia.viys. fid A Ipfd.vfyn.U # O A Teun(Ipfd) €1
— argument array verified: lpvia is valid
— wumnicity: Alpvia’ € LPyyy s.t. lpvia' vins. fid = Ipvia.vins. fid A Tins(lpvia’) € 1
o if t = Tous(Ipc) with Ipc € LP¢ then:
— preceded by declaration:
Alpfd € LPgp s.t. Ipfd.vpun.fid = lpcvoys. fid A Tegn(Ipfd) €1

— agreement on unknowns:
if lpc.voyr.uref # & then ' = Tips(lpvia) € 1 s.t. lpvia.vips. fid = lpc.voyr. fid A () = Ipc.vgys.uref

— integrity verified: Ipc is valid
— wunicity: Alpc’ € LP¢ s.t. Ipc' wous-fid = Ipc.voys- fid A Tou(Ipc’) €1

The loggers of the secure log order traces of events occurring on the Ledgera network in the form of transactions.

Tsto transactions correspond to logging a write event that has occurred (or will eventually occur) on the distributed
storage, corresponding to storing either an input or an output of a function instance. So that it corresponds to a real write,
the Tsto(lps) transaction must carry a valid Ips € LPs. The same write event should also not be anchored twice on the secure
log. As a result, a valid history can only contain a single Tsto(lps) transaction per function id Ips.vg,.fid € & and per
persistent input-output kind Ips.vss,.pk € {@} UN.

Tsun transactions correspond to logging the declaration of a new function instance. Function instances being uniquely
identified by the signature of the initial Rs,, message of their declaration, a valid history can only contain a single Ty, (Ipfd)
per function instance identifier Ipc.vyyy.fid € &. Moreover, Ipfd must be a valid LPgp, proving that at least one honest
executor has granted execute rights for the function instance via signing and broadcasting Ipfd.vfun.

A Tins(Ipvia) transaction corresponds to logging that an agreement on the concrete values for the unknown arguments of
a function instance has been reached. This therefore requires that a previous Tey,(Ipfd) has occurred for the same function
instance i.e. Ipfd.vfy,.fid = lpvia.vi,s.fid. Moreover, a Tiys only appears for function instances that are multi-party i.e.,
that have unknown arguments. Hence the constraint lpfd.vyy,.U # 0. The embedded lpvia must be valid, which guarantees
that at least one honest executor has verified that the assignment lpvia.v;,s.v of the unknowns is correct w.r.t. the function
specification corresponding to lpvia.vins. fid = Ipfd.vyn. fid. The Tins(Ipvia) must also be unique per function instance id
lpvia.vins. fid.

Finally, a Tou (Ipc) transaction corresponds to logging that an agreement on the value resulting from the execution of an
function instance has been reached. This therefore requires that a previous Tsu,(Ipfd) has occurred for the same function
instance i.e. Ipfd.vpyn.fid = Ipc.voys. fid. A valid history can contain a single Tou (Ipc) transaction per function instance
identifier Ipc.voye.fid € & and the associated Ilpc must be a valid Proof of Integrity that the result of function instance of
identifier [pc.vyy:.fid has a hash value corresponding to Ipc.vyy:.r € $). Moroever, if the function instance is multi-party i.e.,
has unknowns, which is given by Ipc.voy.uref # @ (and also by Ipfd.vsy,.U # 0), the Tou (Ipc) must be preceded, in the
secure log, by a Tins(lpvia) referring to the same function instance p lpvia.vi,s.fid = Ipc.voys. fid and to ensure everyone
voted on the result, after having agreed on the same assignment of unknowns (via delivering the Ti,s), the reference in
Ipc. vy uref must correspond to the digest of that Tiys i.e., Ipc.vyys.uref = Y(Tips(lpvia)).
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7.2 Overview of interactions with the secure log

As illustrated on Fig[ha] the provers may submit transactions to the secure log, via broadcasting them to the loggers.
As transactions are being submitted and received, the loggers participate in successive instances of a BFT consensus
algorithm [10] (c.f. Remark [1)) which result in the selection and ordering of these transactions.

provers loggers
e @
SEESEED ) U ) S— SEES ) G ) — Ledgents
Y 0 0 0 0 ‘ mny | oo M PR ‘ secure log |
loop )/ i i | | T T 1 ) T )
I | ' ' ' ' loop /| i i
: Tsto |: Tfun | Tlns | Tout : : : : : : ,
- % I : [ submit ! ! ! I ——
| T — ] T | B H H H L
H H %w‘“ | tmnsar:tmnslj 0 0 0 :| select & order
i i i %1\\1' i ! ! ! ! submitted
| | | B ] ] | | i i transactions
! ! ! consensus /| | vt € batch ) i
i i i P : : : :
[ [ [ [ [ || select & order | | | [)(f.) | triggers ordered
! ! ! 0 0 '| submitted e I e 1| delivery events
! ! ! ! ! || transactions i i i . on all Ledgents
a) Submitting transactions to the secure lo e secure log delivering transactions
Submitting t t to th log b) Th log del gt t

Figure 5: Interactions with the secure log

As consensus takes place within the loggers, the secure log deliver a subset of the transactions that have been submitted.
We assume delivery events occur on every node whenever a transaction is delivered in the secure log, as illustrated on Fig[5hl

7.3 The secure log and its properties

Ledgera does not specify a concrete implementation for the secure log and how the loggers implement it. We only assume
certain properties any such implementation must uphold.

In the following, we define the Ledgera secure log as a distributed object and a number of properties it may have under
various assumptions.

Definition 16. The LedgerA secure log is an object [S):N +— T* such that for anyn € N:

e ifn€ N\ F,[R(n) € T correspond to the local order on n of “transaction delivery events”, denoted as D(t) for
anyteT

o ifn € F,[3A(n) may take any value

Property 1. The Ledgera secure log always satisfies:
e initialization: at the genesis of the system, we have, for all correct node n € N \ F, [2(n) = []
e validity: at any given time, for any correct node n € N \ F, [S(n) € HT

e consistency: for any two correct nodes n and n' we either have [E(n) is a prefiz of [A(n') or E(n’) is a prefiz of

B(n)

Property 2. Under Asmptl[l] the Ledgera secure log satisfies a form of input liveness:
for any correct prover n € N, \ F, if at a given time, n broadcasts a transaction t to the set N; of all loggers then,
eventually:

o ift = Teo(lps) then a certain D(Tgwo(lps’)) event will occur on all correct nodes, for a certain equivalent Ips’ € LPg
i.e., s.t. Ips’ Vsio. fid = Ips.Vro. fid A Ips’ Vsio.pk = Ips.Vero.pk

o if t = Teun(lpfd) then a certain D(Tewn(Ipfd')) event will occur on all correct modes, for a certain equivalent
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Ipfd’ € LPgp i.e., s.t. Ipfd' wpyn.fid = Ipfd.vsyn. fid

o if t = Tips(lpvia) then a certain D(Tins(Ipvia’)) event will occur on all correct nodes, for a certain equivalent
Ipvia' € LPy1y i.e., s.t. lpvia' ins. fid = lpvia.vin. fid

o ift = Tou(lpc) then a certain D(Touw(Ipc’)) event will occur on all correct nodes, for a certain equivalent Ipc’ € LP¢
i.e., s.t. Ipc' Vous. fid = Ipc.voys. fid

Property 3. Under Asmpt[l] the Ledgera secure log satisfies a form of replication liveness:
for any correct node n € N\ F, if a D(t) event occurs on n for a certain transaction t € T then, eventually, for any
other correct node n' € N\ F, D(t) will have occurred on n’

The behavior of the secure log can be implemented by having the 3f+1 loggers run a Byzantine Fault Tolerant consensus
algorithm [10] (c.f. Remark [I), the validity of transactions being defined w.r.t. Def[I5|

8 Behavior at the coreset-layer

8.1 Overview

executors & provers

]| (2] [ [24] | [

given a multi-party function instance !
(i.e., that has unknown input arguments)
|

| _par /

loop_par for every unknown input proposal )
|

|

Ban : : :
| T hti ™| propose data for unknown
input at given indices

i if proposal locally valid i
[ add it to 'valid' set [

| | | |
T I

H wheneyer 01 any executor ) H
T T | |

! a valid assignment of unknown inputs
can be chosen from 'valid"

I
| if not already echoed ) |

i i i Vins | voting once for
| :‘,_.-/-E_,_h: found assignment

upon 1Y executor receiving a Vig, )
I

I | | | |
1=
| | | | |

i i
' Vigg
-

if 1= a valid assignment and not already echoed )

' i | Vins || echoeing onceﬁ

! | whenever Ol any prover A
i 7 7

i | a quorum of signature for IT i

a given Vins is built

I | T T I
I | I I I
| | i\ Tins |

]
=

Figure 6: Description of the behavior at the coreset-layer

In the case where the function specification contains unknown input arguments, it cannot be immediately executed. One
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must first agree on the value of the missing arguments, which is the object of the coreset-layer algorithm, which is described
on Fig[6]

At any given time (before agreement is reached, as indicated by the occurrence of a deliver event D(Tips(lpvia))), any
client can propose a value to be chosen as input argument (for a subset of indices) by broadcasting a Rin(fid, I, Ips) message
to the set N, of executors. In this message, fid € G is the unique identifier of the computation instance, I C N is the
subset of the indices of the function at which the value is proposed and Ips € LPg is the Proof of (Shipment to) Storage of
the value that is proposed.

Upon receiving such a Ry, (fid, I, Ips) message, a executor that has already received and validated the corresponding
Rfun declaration (i.e. a Rgyy message of signature fid) do as follows. At first it verifies that it has not already received it
to eliminate duplicates. If it is not the case, it verifies the set of indices I C N is valid i.e. is not empty and is included
in the indices of the unknown arguments of the function instance. It also verifies that the shipped Proof of (Shipment to)
Storage Ips has a valid quorum of signatures. After validating the received R;, message, it stores it in a set of “locally valid”
proposals from which it then may choose in order to build a total assignment of the unknowns of the function instance.

Each addition of a new valid R;, to the set of locally valid proposals may trigger the proposition of an assignment. This
assignment must satisfy the constraint 1) associated with the function instance. When such an assignment is found for the
first time, the executor builds a Vi, message and broadcasts it to N, U N,, provided it has not already echoed the same
vote.

executors may echo Vips votes received from other executors to guarantee finding an assignment of unknowns in cases
where Byzantines clients propose different subsets of valid proposals to different subsets of executors. Upon receiving a
Vins, a executors verifies it contains a valid assignment of unknowns (given ) and that each assigned unknown refers to a
locally valid signed R;j,. If these conditions are met, and if the executor has not already echoed the same vote, it echoes it
i.e., broadcasts it to N,.

As executors produce and echo V¢ votes, provers collect them and eventually produce a Proof of Unknowns Assignment
Verification (LPyry) that they submit to the secure log in the form of a T;,s transaction. Note that if ¢ admits multiple
satisfying assignments, different subsets of honest executors may independently find different valid assignments, causing
different provers to submit competing T;,s candidates to the loggers. Agreement on which assignment becomes canonical
is delegated to the secure log’s consensus: the unicity condition of Def. guarantees that at most one T;,s per function-
instance identifier is ever committed. This separation is by design: the coreset-layer is responsible for validating candidate
assignments while the logging-layer is responsible for selecting one among them.

Then, eventually, a D(Tins(lpvia)) delivery event occurs on every node, closing, on the executors, the procedure corre-
sponding to collecting the unknown arguments for the lpvia.v;,s.fid function instance.

8.2 Assignments of unknown inputs

The goal of the coreset-layeris to find valid assignments of the unknown inputs of a multi-party function instance. In the
following we define what is this “validity of assignments” in Definition [I7] and how to verify it in Algorithm

Definition 17. Let 7y, = Reun(%, (9, 9, K), po, pi) be a valid request (as per Def@) identified by signature o. We say
an assignment of unknowns v € InputRef" is valid w.r.t. T fun Of signature o iff:

Dom(u) = [1, I(ﬁH \ Dom(K) /*fills ezactly the unknowns*/
N Dom(v)ri, = R i) dps) it (0, P It e T ) i
AN Vie Dom(u), 1€ I/(Z)I /*match desired index*/
if i € Dom(v) Y (v(i).Ips.vsto-h)
A given Vi € [1,|9|], vi =< elif i € Dom(K)N LAT, K(i) L o
else Yil(K(Z‘).’l}StO.h) /*satisfies predicate*/

we have that (v, -+ ,v|4|) holds

In Definition [T

e the first condition signifies that the assignment gives values exactly to the unknown inputs of the function instance
corresponding to 7y, of signature fid

e the second condition signifies that every argument reference in the assignment corresponds to a valid and signed
(non-forged) Ry, input proposal

e the third that the index at which the input proposal is assigned is compatible for the indices for which the proposal
was made

e the fourth that, after retrieving the raw values of all known inputs and all unknown inputs assigned by the assignment,
the resulting inputs array satisfies the predicate of the function instance
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Algorithm 5: Procedures to verify and find assignments in the coreset-layer
Procedure check assignment(fid € &, ry, = Reun(-, (o, ¥, K), -, ), knowns : N = LAT,, v : N — InputRef):

1

2 dbg-assert(Dom(knowns) = Dom(K));

3 dbg_assert (Vi € Dom(K), knowns(i) = K (i) if K(i) € LAT v else Y (K (i).v0.h));

4 if Dom(v) # [1,]¥]] \ Dom(K) then

5 L return | , /* invalid due to not assigning proposals exactly to the unknowns */
6 inputs <— knowns ; /* prepares array of inputs to test predicate */
7 for i € Dom(v) do

8 Tin < Rin(fid, I/(Z)I, I/(Z)lps) 3 /* reconstitutes the referred-to input proposal */

i)l
9 if V' 7y is not valid w.r.t. Ty, of signature fid | then /% as per Def |11] */
vV v(i).aid not signature of vy,

10 L return | N /* invalid due to invalidity of a specific argument reference */
11 znputs[z] — query,storage(l/(i).lps.vsm.h, V(z)lps) X /* completes inputs array (query guaranteed as v(i).lps valid) */
12 return ¢ (inputs(l),--- ,inputs(|y])) ; /* assignment valid if 1 satisfied */
13 Procedure find assignment(valid € Set(Rin X &), fid € S, 7fun = Reun(-, (-, ¥, K), -, -), knowns : N — LAT u):
14 U+ [1,|¢|]\ Dom(K) ; /% indices of all unknown inputs */
15 potential < {v € InputRef? | Vi € U, (1, aid) € valid, v(i) = (aid,rin.I,7in-Ips)} ;

16 if Jv € potential s.t. check_assignment(fid,rfyn, knowns,v) = T then /% c.f. Remark [2| ¥/
17 L return v ) /* returns valid assignment found via mapping locally valid proposals */
18 return 9 ; /* could not find any valid assignment */

Remark 2. The find_assignment procedure leaves the concrete search strategy abstract. In practice, an implementation
must search potential for a v satisfying check_assignment. Ezhaustively iterating over all combinations of valid propos-
als across the |U| unknown indices yields worst-case complexity O(|valid|IV!), exponential in the number of unknowns.
An implementation can reduce this by using a constraint-satisfaction solver or backtracking search.

In Property @ we show that the procedure check_assignment from Algorithm [5| determines the validity of an assignment
w.r.t. a function instance, as defined in Definition

Property 4. For all valid 7fyn = Reun(-, (¥, K), -, ) of signature fid € &, given knowns : N — LAT a1 such that
Dom(knowns) = Dom(K) and Vi € Dom(K), knowns(i) = K(i) if K(i) € LAT s else Y (K (i).v50.h) we have:

V v € InputRef!, ( check_assignment(fid, 7 yn, knowns,v) =T < v is valid w.r.t. v, of signature o )

Proof. In Definition [17] (which defines the validity of an assignment of unknowns w.r.t. a signed Rgy, request) we have that:
e the first condition is guaranteed by lines 4-5 of Alg[]
e the second and third by lines 7-10

e the fourth by the construction of “inputs” on lines 6 (with the hypothesis on “knowns”) and 11 as well as the verification
of ¢ on line 12

O

In Property [5| we show that the procedure find assignment from Algorithm [5| returns a valid assignment is one such
assignment can be constituted using the received signed Ri, requests stored in the valid variable.

Property 5. For all valid 7yn = Reun(-, (o, ¥, K), -, ) of signature fid € &, given knowns : N — LAT\, such that
Dom(knowns) = Dom(K) and Vi € Dom(K), knowns(i) = K(i) if K(i) € LAT v else Y (K (i).v50.h) we have:
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for any valid € Set(Rin x &) we have:

Vi e U, I(rin,aid) € valid, v(i) = (aid, rin. 1, 7in.Ips)
A v is valid w.r.t. T pun of signature fid

=
( find_assignment(valid, fid, 7 fun, knowns) € InputRef! is valid w.r.t. 7. of signature fid )

Jve {I/ € InputRef?

Proof. The existential condition in find_assignment tests whether some v € potential satisfies check_assignment(fid, r fun, known
T. By PropEL this is equivalent to v being valid w.r.t. r¢,, of signature fid. Hence find_assignment returns a valid v if
and only if such a v exists in potential. O

8.3 Detailed behaviors of Ledgents per involved roles

On the coreset-layer, the provers simply collect signatures of Vi, votes and produce quorums of such signatures as Proofs
of Unknowns Assignment Verification (LPyra). This is explicited in Algorithm@ Notice this is quite similar to their behavior
on the storage-layer (which we have seen in Algorithm .

Algorithm 6: Behavior of the provers w.r.t. the coreset-layer
proving : Map(Vins — Set(G)) <+ {} .

/% initialize map to store quorums being built /
pT‘OU@d . S€t<6> — {} ) and set to ignore fids for which a LPyry has already been built

2 upon receiving v;,s = Viys(fid, v) with signature o € & :
3 if f’ld g p’f‘O’U@d thel’l /* if not already produced a LPyrx for this fid */
4 Proving[vins] < proving[vi,s] U{o} ; /* add signature to quorum being built */
5 if |p1"oving[vms” > f + 1 then /* if there are now enough signatures */
6 q < proving.pop(vms).select(f + 1) ; /* forming quorum of signatures */
7 for v}, , € {v],, € proving | v, .fid = vins.fid} do
8 L proving.delete(uéns) ; /* garbage collecting */
9 proved.append(fid);
10 lpvia — ('Uins,q) N /* forming LPyrx (c.f. Def. */
11 broadcast Tipns(lpvia) to N ; /% c.f. Def. */

12 upon delivering D(Tiys(lpvia)) :
13 if Ipvia.vins. fid & proved then

14 for v;ps € {Vins € proving | vins. fid = lpvia.vi,s. fid} do
15 L proving.delete(vms) ; /* garbage collecting */
16 proved.append(lpvia.vi,s. fid);

In Algorithm [7} we detail the collect_unknowns procedure, available to executors, and which allow them to (1) collect
input argument proposals for the unknowns of a function instance, (2) build assignments for these unknowns and (3) vote
on the validity of such assignments via emitting V;,s votes. Notice that this procedure is called for a pair fid € & and
Ttun € Reun characterizing a specific function instance and for a map “knowns” that gives the raw values of the known
inputs.
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Algorithm 7: Behavior of the executors w.r.t. the coreset-layer

1 Procedure collect unknowns(fid € &, run = Reun(-, (¢, ¥, K), -, -), knowns : N = LAT ):

2 dbg_assert!(fid is signature of rfyn);

3 U+ [1, |¢H \ DO’ITL(K) N /* indices of all unknown inputs */
4 dbg,assert!(U 7& @) ; /* there must be at least one unknown to agree on */
5 dbg,assert!(Dom(knowns) WU = [1, ‘d)”) 3 /* U gives indices of unknowns and knowns the values of known inputs */
6 valid : Set(Rin X 6> — {} ; /* memorizes locally valid input argument proposals */
7 echoed : Set(Vins> — {} N /* memorizes already emitted Vi,s votes */
8 has,proposed,assignment B+ L ; /* wether or not the executor has proposed an assignment itself */
9 upon receiving r;, = Riy(fid, I, lps) with signature c € & : /* here the Ry, (Def|9) involves the same fid */
10 if ryy, is valid w.r.t. 74y, of signature fid then /* as per Def. */
11 valid <+ valid U {(Tina (T)} ; /* add signed r;, to locally valid proposals */
12 if —has_proposed_assignment then

13 if v = find_assignment(valid, fid, 7 fun, knowns) # & then /x c.t. Mlgls| */
14 Vins < Vins(fid, V) ; /% c.f. Def ol +/
15 if v;ns & echoed then

16 broadcast v;,s to N, U N,;

17 L echoed <+ echoed U {5 };

18 has_proposed_assignment < T;

19 upon receiving v;,s = Vins(fid, V) : /% c.f. Def , «/
20 if vins & echoed then

21 if check_assignment(fid,fyn, knowns,v) =T then

22 broadcast v;,s to N, U Ny;

23 L echoed + echoed U {v;ns};

24 upon delivering D(t = Tins(lpvm)) with lpUZ.CL.U,‘"S.fZ.d = de : /* procedure returns upon consensus */

25 L return (Y(¢), lpvia) ; /% used at line 15 of Alg. */
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9 Behavior at the function-layer

9.1 Overview
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Figure 7: Description of the behavior at the function-layer

On Fig[7, we describe in more details (and focusing on the behavior of executors and provers) the lifecycle of a function
instance, which we had already described on Fig[l]and Section [£.3] We can now provide some additional details, as we have
introduced all data types as well as the procedures store_input and store_output in Algorithm [I| from Section [6.3]and the
procedure collect_unknowns in Algorithm [7] from Section [8.3

To request the execution of a new function instance, a client broadcasts a Rsy, message (which contains its specification
(¢,1)) to the executors.

Upon receiving the Rsy,, the executors decide on wether or not to grant execute rights to the function via broadcasting
Viun votes to the provers.

After having collected f+1 signatures of the same Vg, vote, whenever a prover produces a Proof of Function Declaration
(LPgp) for the first time, it submits a Ty, transaction to the secure log to anchor the declaration (but delivery of the transaction
is not required to progress further in the lifecycle and thus it lies outside the critical path of the lifecycle).
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In the meanwhile, whenever a executor (co-located with a prover) learn about a LPgp that was produced, if the function
instance has persistent inputs to store, it calls the store_input procedure (Alg accordingly.

Then, if (and only if) the function instance is multi-party (i.e., has unknown input arguments), the executor calls the
collect_unknowns procedure (Alg@, which only returns when agreement has been reached on the unknowns, upon
delivery of a D(Tiys) event directed by the secure log. When this procedure returns, the executor has the required
information to retrieve the concrete values of all the unknown inputs.

Eventually, every honest executor acquire the information to retrieve reliably the concrete values of all known input
arguments and all unknown arguments (if there are any). In the first case it is either via receiving the Rsy, or any valid LPgp
or the delivered D(Tsy,). In the second, it can only be via the delivered D(Tips) (making collect_unknowns return).

As a result, an honest executor can compute the result of the function locally. Once done, it emits a Vo, containing the
digest of the obtained result.

After having collected f + 1 signatures of the same Vou vote, whenever a prover produces a Proof of Integrity (LP¢)
for the first time, it submits a Tey transaction to the secure log to anchor the result of the function. The prover can also
notify the client that requested the execution of the function instance via sending to that client its local version of the
LPc (which might differ in its selected subset of signatures from the LP¢ that will eventually be anchored on the secure log).

In the meanwhile, whenever a executor (co-located with a prover) learn about a LP¢ that was produced, if the output
of the function instance is flagged as persistent, it calls the store_output procedure (Alg.

9.2 Detailed behaviors of Ledgents per involved roles

Algorithm 8: Behavior of the provers w.r.t. the declaration phase of the function-layer

proving : Map<vfu.n — S€t<6>> <~ {} . initialize map to store quorums being built
proved . S€t<6> — {}, ’ /* and set to ignore fids for which a LPgp has already been built */
2 upon receiving vsu, = Veun(fid, K, U, pi) with signature o € & :
3 if de ¢ proved then /* if not already produced a LPp for this fid */
4 Proving[vyy] < proving[vyu,] U {c} ; /% add signature to quorum being built */
5 if |proving[vsus]| > f + 1 then
6 q < proving.pop(vVyun).select(f + 1);
7 for v%,,, € {v},, € proving | v},,.fid = fid} do
8 L proving.delete(v},,,);
9 proved.append( fid);
10 Ipfd = (vfun, q);
11 | broadcast Tsu(Ipfd) to Ni;

12 upon delivering D(Tsu, (Ipfd)) :

13 if Ipfd.vgyn. fid & proved then

14 for vy, € {vfun € proving | viyn. fid = Ipfd. vy, . fid} do
15 L proving.delete(vyn);

16 | proved.append(Ipfd.vjun. fid);

In the function-layer, the behavior of provers is, as always, the same, as illustrated on Alg[§and Alg[0]but with different
votes, proofs and transactions.
As for the behavior of executors, it is described in Algorithm [I0}
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Algorithm 9: Behavior of the provers w.r.t. the computation phase of the function-layer
proving : Map(Vey — Set(S)) <+ {}

initialize map to store quorums being built

proved . S€t<6> — {} ’ /*  and set to ignore fids for which a LP; has already been built */

2 upon receiving v, = Vous (fid, uref, r, po) with signature o € & :

3 if de € proved then /* if not already produced a LP; for this fid */
4 proving[vout] — proving[vout] U {O’} ; /* add signature to quorum being built */
5 if |proving[vew]| > f + 1 then

6 q + proving.pop(veyt).select(f + 1);

7 for v),,, € {v), € proving | v,,.fid = fid} do

8 | proving.delete(v),,,);

9 proved.append( fid);
10 Ipc < (Vout, q);
11 broadcast Tou(lpc) to N;

12 upon delivering D(Tey,(Ipc)) :
13 if Ipc.voy-fid & proved then

14 for vour € {Vout € Proving | vous. fid = lpc.voys. fid} do
15 L proving.delete(Vout );
16 B proved.append(Ipc.voyy. fid);

@Ledgera
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Algorithm 10: Behavior of the executors w.r.t. the function-layer

specs : Map(G — (Spec x B x Set(N)) «+ {}
senders: Map(& > N} -0 prmtiog funcion e saciciecions
1 lpfds : Map(@ — LPFD> «— {} , /* pending function instances’ LPgps */
outputs : Map(® v LAT\u) -0 pesting tuscion smscncer) g
terminated : Set(S) «~ {}
2 upon receiving 7 ¢yn = Reun(-, (¢, ¢, K), po, pi) with signature ¢ € & from n € N for the first time :
3 if o &terminated A 7fun is valid per Def then
4 specs[a] — (((ﬁ,w,K),po,pi) X /* keeps track of specification */
5 SB?’LdBTS[O’] —n; /* keeps track of sender */
6 K+ [Z — Y(K(Z)) if K(Z) € LATva] else K(i).vsm.h | 1€ Dom(K)], /* digests of all known inputs */
7 U+ [1, |¢)H \ Dom(K) ; /* indices of all unknown inputs */
8 Vun < Veun (o, K', U, pi) ; /% c.f. Def. */
9 broadcast v¢,, to Np;
10 mputs : Map(N — LATval> — @ ) /* initialize inputs array */
11 for i € Dom(K) do
12 L inputs|i] < unwrap-val(K (7)) ; /% £ill-in rav value of known input, c.f. Alg. */
13 uref < @;
14 if U # () then
15 (uref, lpvia) < collect _unknowns(o, Ty, inputs) ; /% c.f. Alg., avaits consensus at coreset-layer */
16 for i € lpvia.vy,s.v do /% c.f. Def. and Def. */
17 L (o - Ips) < Ipvia.vi,s.V]i] ; /* c.f. Def J1| */
18 mputs[z] — unwrap,val(lps) ; /* fill-in raw value of unknown input */
19 output < ¢(inputs[l],-- - ,inputs[|d]]) ; /% computes output */
20 outputs[o] < output ; /* keeps track of output */
21 Vout < Vous (0, uref, Y(output), po) ; /% c.f. Def . */
22 broadcast vy, to Np;

23 upon building lpfd € LPpp with lpfd’l)funfld € G for the first time : /* e.g. on co-localized prover running Alg. */
24 once Ipfd.vsy,.fid € specs :

25 ((p,%, K), po, pi) < specs|lpfd.vyyy.fid];

26 for i € pZ do /* stores inputs with the persistent input flag */
27 L store_input(K (i), Ipfd, i) ; /% c.f. Alg. */
28 Ipfds|lpfd.vsun. fid] < Ipfd;

29 upon building lpc € LP¢ with Ipc.v,y:.fid € G for the first time : /* e.g. on co-localized prover running Alg.H */
30 once lpc.voys-fid € Ilpfds N Ipcveys. fid € outputs :

31 ((d),w,K),pO,pZ) < specs.remove(lpc.vout.fid) 5 /* retrieve & garbage collects specification */
32 n < senders.remove(lpc.vout.fid) ; /* retrieve & garbage collects sender */
33 lpfd — lpfds.remove(lpc.vout.fid) ; /* retrieve & garbage collects Proof of Function Declaration */
34 output < outputs.remove(lpc.voys. fid) ; /* retrieve & garbage collects output */
35 Nout < Nous (Output, Ipc) ; /% c.f. Def. */
36 broadcast 1y, to {n};

37 if po then /* stores output if it has persistent output flag */
38 L store_output(output, Ipfd, Ipc) ; /* c.f. Alg. */
39 terminated < terminated U {Ipc.voys. fid} ; /* tracks terminated functions’ identifiers */
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10 Properties upheld by Ledgera

10.1 Storage availability properties

In the following, we reformulate the behavior of storers from Section [6] as a “distributed storage” distributed object and
then prove a number of properties it has under certain assumptions.

Definition 18. The Ledgera distributed storage is a simple key-value store & : (Ny x ) + (LAT ya U {@}) such that
for anyn € Ny and any h € $:

o ifn € N, \ F then & [n, h] corresponds to the value of local(h) in the local variable “local” in n as per Alg@

o ifn € F then & [n, h] may take any value in LAT vy U {@}

The fact that we do not have deletion and modification (because the key must be the hash of the value, it is not possible
to overwrite a value) makes so that we have no risk of conflict on a key.

Property 6. The Ledgera distributed storage always satisfies:

e initialization: at the genesis of the system, we have for any correct storer n € N; \ F, for any key h € 9,
-
g‘[?’l, h] =

e wvalidity: at any time, for any correct storer n € Ny \ F, we have, for any key h € §, €[n, h] € {¥(h), o}

e immutability: for any correct storer n € N, \ F, for any key h € $, if, at a certain time, we have €[n, h] =
Y '(n) then, at any later time, we also have En, h] = ¥ *(h)

Proof. For each point:
e initialization see Def[I8 and line 1 of Alg[3]
e validity see lines 3-8 of Alg[3]

e immutability can only write on a key in line 6 or 8 of Alg[3] with same value, no deletion possible

Property 7. Under Asmpt[l] the Ledgera distributed storage satisfies storage-eventual-availability: for any h € 9,

if there exists a valid lps € LPg with Ips.vso.h = h then, eventually, for all correct replicas n € Ng \ F we will have
- —1
Eln,h =Y""(h)

Proof. If Ips is valid, then f 4+ 1 Ledgents have signed the associated Ips.vsto = Vsio(fid, h, pk) and at least one of them is
an honest and non-faulty executor.

An honest executor only emits Vg, votes via either the store_input or the store_output procedure of Alg (line 4 or
9 in Alg. As a result, it must have previously broadcast a corresponding Reyo (¥~ (h), Ipfd, kind) (at either line 3 or line
8 in Alg with valid content to all the storers in Nj.

As per Asmpt all the correct storers n € N, \ F' will eventually receive that Rgo, triggering lines 2-11 of Alg

If the honest storer n € N, \ F that receives the Rgy, message already has h € local, then, by Prop it can only be
Y~ '(h) and thus [n, h] = Y (k).

If on the other hand, it has h & local, then, because the Rgto message has valid content (being sent by an honest executor),
the conditions on line 4 and either 5 or 7 of Alg are satisfied and the storer will insert Y~ (h) in local[h] at either line 6
or 8 of Alg fulfilling &[n, h] = ¥ (h). O

Property 8. Under Asmpt[l], the Ledgera distributed storage satisfies storage-query-liveness: for any h € $ and
any valid lps € LPg with lps.vs,.h = h, if any correct Ledgent n € N \ F calls query_storage(h, lps) of Alg then,
eventually, this call will return a value x = Y~ (h)

Proof. As per Algl] the Ledgent n broadcast a Qsso(h, Ips) (having signed it with its private key, yielding signature o) to
all the storers in N,. Then, as per Asmpt[T] all correct storers will eventually receive that query. Given that there are at
least f + 1 storers, one can consider a correct storer ng € Ni \ F.
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Upon receiving the query, if the local copy of the storage on n, has a value corresponding to h, as per validity of Prop6
it can only be ¥~'(h). As a result, the storer will send respond to the query (on lines 13-14 in Alg with a Neto (o, ¥ (h))
notification.

Otherwise, the Ips being valid and having Ips.vst,.h = h, as per lines 15-16 in Alg[3] n will not answer immediately, and
keep track of the query in its set 'pending’ of pending queries.

On the other hand, the Ips being valid, as per storage-eventual-availability (Prop@, we also have that, eventually, ng
will include it in its local copy of the storage so that &[ns, h] = Yil(h). This can only be done via either line 6 or line 8 of
Alg being run upon receiving a certain Rgy, (Y_l(h), - -). As a result, lines 9-11 will also be eventually executed and, at
that point, &[ns, k] = local[h] = ¥~ *(h) therefore the query will be answered on line 11 with a Neo (o, ¥~ '(h)) notification.

Going back to the query_storage procedure of Alg we remark that our initial node n waits for f+41 Ng¢o (0, v) responses.
In the worst case, there are f Byzantine Ledgents that respond first with v #£ Yfl(h). And in any case, we are guaranteed to
receive at least one response (among the f+ 1) that comes from an honest storer, which we have proven above will contain
v ="Y""(h). As a result, line 7 of Alg runs and the procedure returns the value ¥~ (h). O

10.2 Function instances safety properties

In the following, we prove properties regarding the safety/correctness of the execution of function instances. With:

e the function-valid-declaration of Prop[d] we prove that the existence of a valid LPgp implies the validity of the
corresponding R¢y, function instance request

e the function-valid-inputs-selection of Prop[I0, we prove that the existence of a valid LPyry implies the validity of
the assignment of unknowns it contains w.r.t. the corresponding R¢y, function instance request

e the function-valid-output of Prop[lI] we prove that the existence of a valid LP¢ implies the validity of the output
which digest it contains w.r.t. the corresponding Ry, function instance request

Property 9. The execution of function instances in Ledgera satisfies function-valid-declaration: for any rfun € Reun
broadcast by a Ledgent with signature o € &, if there exists a valid Ipfd € LPpp with Ipfd.vpun. fid = o then 1 pyy is valid

(as per Def@).

Proof. The validity of Ipfd implies f + 1 Ledgents have signed Ipfd.vsy», among them at least one honest executor. Signing
such a vote can only be done at line 9 of Alg[T0] This can only be done in the context of receiving, at line 2 of Alg[T0} a Rsyn
message with the same signature o (which is found as an attribute of the Vi, vote). Having the same signature, this Reys
message can only be 7y,.

Reaching line 9 then requires having passed the validity check at line 3, which implies 7, is valid as per Def@ O

Property 10. The execution of function instances in Ledgera satisfies function-valid-inputs-selection: for any
Tfun € Rean Droadcast by a Ledgent with signature o € &, if there exists a valid lpvia € LPy1a with lpvia.vins. fid = o
then we have that lpvia.viy,s.v is valid w.r.t. 7.y, of signature o (as per Def.

Proof. Given Ipuvia is valid, at least one honest executor signed the vote lpvia.v;,s. This can only be done at either line 16
or line 22 of Alg[7]in the context of executor having called the procedure colect_unknowns on the same function identifier
fid = o, which requires it having knowledge of rf,, (as it can only be called with a 7¢,, that accepts ¢ as signature).

In that context, if the Ipvia.v;,s is emitted at line 16 of Algm this means that it is the honest executor itself that has
found the assignment on line 13 of Alg[7] This in turn implies, by lines 17-18 of Alg[f] and by Prop[] that lpvia.vns.v is
valid w.r.t. 74y, of signature o.

If the lpvia.vips is emitted at line 22 of Alg[7] this means the executor has had knowledge of an assignment found by
another Ledgent, has verified it and has echoed it on, respectively, lines 19, 21 and 22 of Alg[7l This verification implies, by
Prop that lpvia.vine.v is valid w.r.t. 75y, of signature o.

O

In Definition [19] we formalize the validity of an output value w.r.t. a function instance as the fact that it must be the
result of applying the function on the raw values of the known inputs and, if there are unknowns, on raw values assigned to
them via a valid assignment.

Definition 19. Let 7y = Reun(%, (¢, 9, K), po, pi) be a valid request (as per Def@ identified by signature o. We say
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a value v € LAT vy is a valid output of 7yn of signature o iff 3 v € InputRef s.t.:

v is valid w.r.t. r4yy of signature o /* s ver Def(T] */
if i € Dom(v) Y (w(i).Ips.vso.h)
A given Vi € [1,|9]], v; = ¢ elif i € Dom(K)NLAT . K(i) | value is result
else Y—l (K(i)-vstmh) /* of function /

applied on inputs

we have that v = ¢(vi,- -+ ,vjg|)

Property 11. The execution of function instances in Ledgera satisfies function-valid-output: for any Trun € Reun
broadcast by a Ledgent with signature o € &, if there exists a valid lpc € LP¢ with lpc.voy.fid = o then:

(1) we have Y_l(lpc.vout.r) is a valid output of r¢yy of signature o

(2) and there cannot exist any Ipc’ € LP¢ with Ipc’ wous. fid = o and Ipc’ vous.1 # Ipc.voys.r

Proof.
H Proof of (1):
The Ipc being valid, at least one honest executor has signed the Ipc.vyy; vote, which can only be done at line 22 of Alg[10]
This can only be done in a context triggered by having received on line 2 a Rgy, message with the same signature o (which
is found as an attribute of the Vou vote). Having the same signature, this Reun message can only be r .

The digest Ipc.vyyt.r must therefore correspond to the digest of the “output” variable computed at line 19 i.e., we have
Y Y(Ipc.vous.r) = output. And this “output” is a valid output of the function instance as per Def Indeed:

e If there are no unknowns (i.e. Dom(K) = [1,|¢|]), the output results from applying ¢ to the known inputs which raw
values we retrieve at lines 11-12. This corresponds in Def to the case of the empty assignment v with Dom(v) = 0.

e If there are unknowns, then the raw values for the unkowns are retrieved from the LPyrp resulting from the call to
collect_unknowns at line 15. This procedure can only return on line 25 of Alg[7] following the occurrence of a delivery
event D(Tips(Ipvia)) for a lpvia s.t. lpvia.vins.fid = 0. As per the properties of the secure log (Prop and the notion
of valid history of anchored transaction in Def the Ipvia it contains must be valid. Then, as per Prop we must
have lpvia.vi,s.v is valid w.r.t. 74, of signature ¢ and this is this v that we can use as witness in Def@

B Proof of (2):

Following the reasoning above, it is impossible for two distinct honest executors to compute different values for the “output”
at line 19 of Alg Indeed, they must have the exact same context, including the same definition of ¢, K (from line 2)
and, if applicable, the same value for Ipvia resulting from calling collect_unknowns at line 15. Indeed, as per the properties
of the secure log (Prop Def there can only be one such event and it is the same accross all honest Ledgents. As a
result, any two honest executor builds the exact same “inputs” variable on lines 10, 11-12 and 15-18 of Alg[T0]and because
¢ is deterministic, they obtain the same “output” at line 19 and therefore they cannot produce votes vy, and v.,, with
VL fid = Voue. fid and )1 # Voye.r O

10.3 Function instances liveness properties

In the following, we prove properties regarding the liveness of the execution of function instances. More specifically, these
property signify that collaboration between honest clients to execute a function is guaranteed to eventually succeed. With:

e the function-declaration-liveness of Prop[I2] we prove that, if a valid Reuy request is broadcast by an honest client,
then a corresponding valid LPgp will eventually be produced.

e the function-inputs-agreement-liveness of Prop we prove that, if a valid 74, € Reun request which function
specification has unknown inputs, as well as enough Ri; requests to produce a valid assignment for that 7., are
broadcast by honest clients, then a valid LPgy will eventually be produced for that function instance (which may
carry any valid assignment).

e the function-erecution-liveness of Prop[l4] we prove that, if a valid Reyy request is broadcast by an honest client,
if it has no unknwon inputs, or if we are in the conditions above, then, a corresponding valid LP¢ will eventually be
produced.

Property 12. Under Asmpt[]], the execution of function instances in Ledgera satisfies function-declaration-liveness:
If an honest client broadcasts a valid ¢y, € Reun request with signature o € &, then, eventually, a valid Ipfd € LPgp
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with Ipfd.vun. fid = o is produced at an honest prover. ‘

Proof. The client broadcasting 7., of signature o being honest, as per Asmpt at least f + 1 honest executors will
eventually receive it. Upon reception, this triggers the logic at lines 2-22 of Alg The 7¢yy, request being valid, the check
at line 3 is passed and the same v,y = Veun (0, -, -, -) is broadcast by the f + 1 honest executors (with different signatures)
at line 9.

As per Asmpt[l] at least one honest prover is guaranteed to eventually receive all of these votes and their signatures.
Each reception of a vote triggers the logic at lines 2-11 of Algl§l The check at line 5 is eventually passed and a Ipfd € LPgp
s.t. Ipfd.vyun.fid = o is produced at line 10. O

Property 13. Under Asmptll], the execution of function instances in Ledgera satisfies function-inputs-agreement-
liveness:

Let us suppose an honest client broadcasts a valid 7 ¢y = Reun (-, (¢, -, K), —, ) request such that U = [1, |¢|]\ Dom(K) #
0 with signature o € &.

Let us also suppose that honest clients broadcast |U| valid Ri, requests, that we denote by Vi € U, 1 of signatures o;.
Let us then consider the assignment v € InputRefV s.t. Vi € U, v(i) = (oy, 7% .1, 7t Ips).

If v is valid w.r.t. vy, of signature o, then, eventually, a valid lpvia € LPy1y with Ipvia.vins. fid = o is produced at an
honest prover.

Proof. The client broadcasting rf,, of signature o being honest, as per Asmpt at least f + 1 honest executors will
eventually receive it. Upon reception, this triggers the logic at lines 2-22 of Alg The 7¢yy request being valid, the check
at line 3 is passed and as U # (), line 15 is reached and the collect_unknowns procedure is called. This triggers the logic in
Alg[h

For all i € U, the 7!, of signature o; being emitted by an honest client, as per Asmpt it is guaranteed to be eventually
received by at least f + 1 honest executors.

Upon reception on an honest executor, as long as lines 24-25 are not executed, the reception of the 7! request of
signature o; triggers the logic at lines 9-18 of Alg@ Because the 7, request is valid, (r?,, ;) is added to “valid” at line 11.

As a result, as long as lines 24-25 are not yet executed (and because the “has_proposed_assignment” is initialized to L at
line 8), we are guaranteed that, eventually, “valid” will contain enough R;, message so that the call of the find _assignment
at line 13 returns a valid assignment as per PropJ5

As a consequence, the honest executor will eventually broadcast a v;,s = Vins(0, v) with an assignment v that is valid
w.r.t. 7fyp of signature o at line 16 (if it has not already received that same vote from another executor and echoed it at
line 22).

In any case, it is guaranteed that an honest executor will eventually broadcast a valid v;,s = Vins(0, V) vote to Ny UN,,.
Because it is honest, as per Asmpt[T] all f other honest executors will eventually receive that v;,,s vote, which will trigger
the logic at lines 19-23 of Alg[7] On any such executor, if it has not itself already broadcast that same v, it will do so at
line 22.

Therefore, we are guaranteed that, for a given valid assignment v, at least f + 1 honest executors will eventually
broadcast Vins(0,v) to N U N, (on either line 16 or line 22 of Alg[7).

As per Asmpt[T] an honest prover will eventually receive these f+ 1 votes and use them to produce a valid lpvia € LPyry
at line 10 of Alg[6]

O

Property 14. Under Asmpt[l] the execution of function instances in Ledgera satisfies function-evecution-liveness:
If an honest client broadcasts a valid v yun = Reun(-, (@, -, K), -, -) Tequest, given U = [1,|¢]] \ Dom(K):

e if U =0, then, eventually, a valid Ipc € LP¢ with lpc.voy:. fid = o is produced at an honest prover.

o if U # 0 then, if honest clients broadcast |U| valid Riy, requests - denoted by Vi € U, ri. of signatures o; - such
that the assignment v € InputRef? s.t. Vi € U, v(i) = (oy,78,.1,,7%,.Ips) is valid w.r.t. 7., of signature o, then,

intolin:

eventually, a valid lpc € LP¢ with Ipc.vyy. fid = o is produced at an honest prover.

Proof. The client broadcasting rg,, of signature o being honest, as per Asmptm at least f + 1 honest executors will
eventually receive it. Upon reception, this triggers the logic at lines 2-22 of Alg The 74y request being valid, the check
at line 3 is passed.

For all known inputs, their raw value is inserted at the correct argument index of the “inputs” variable at lines 10-12.
This yields the exact same “inputs” variable on all honest executors because (1) using o as an identifier for ry,, makes
so that all the honest executors agree on the definition of K, (2) for all known inputs that are references to storage, they
take the form of valid LPg (7, being valid) and the unwrap_val (c.f. Alg calls query_storage which, as per Prop is
guaranteed to eventually return the same raw value.
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e if U = (), the code at lines 14-18 is ignored and an honest executor computes the output of the function instance at
line 19. It then broadcasts a vout = Vour (0, &, Y(output), -) at line 22. The function being deterministic, and applied
on the same inputs, all f + 1 honest executors compute the same value and emit the same vote.

e if U # () and under the additional conditions of honest clients broadcasting the required Ry, requests, we can follow
the same reasoning as in the proof of Prop[TI0} This results in the collect_unknowns procedure returning, on all honest
executors with the same (uref, lpvia) result at line 15 of Alg This results in the “inputs” variable being filled in
the same way (at lines 16-18) and then the same v,y = Vous (0, uref, Y(output), ) being broadcast at line 22.

In any case, as per Asmpt an honest prover eventually gather f + 1 signatures of the v,,; vote and produce a valid
pi € LP¢ at line 10 of Alg[9] O

11 Complexity

We analyze the communication complexity of a single function-instance lifecycle, distinguishing the critical path (the sequence
of steps a client must wait through before receiving its Ny, notification) from steps that proceed off the critical path.

11.1 Single-party function instances

For a single-party function instance (U = ), no unknown inputs), the critical path consists of three sequential communication
rounds:

1. Declaration. The client broadcasts a Rsy, message to the 2f 4+ 1 executors.

2. Voting. Each executor, upon receiving the Rsy, message, immediately computes the output and concurrently broad-
casts a Viy, vote and a Vg vote to the provers (c.f. Alg. .

3. Notification. A prover assembles f + 1 signatures of Vs, messages into a LPpp and f + 1 signatures of Vo, messages
into a LPg; once both are available, it sends Noyut to the client (c.f. Alg. E[)

Each round involves O(|N|) messages. Criticallyy, BFT consensus is not in the critical path: the Ty, and Ty
transactions are submitted to the loggers and anchored via BFT consensus asynchronously, independently of the Nyu¢
notification already being delivered to the client (c.f. Sec.|7|and the explicit remark in Sec. E[)

11.2 Multi-party function instances

For a multi-party function instance (U # @), the executor calls collect_unknowns (Alg.[7)), which blocks until the secure
log delivers a D(Tiys) event (c.f. Sec. . This places one full instance of BFT consensus in the critical path, in
addition to the rounds above.

The critical path is extended between steps 1 and 2 as follows:

(1) Proposal collection. clients broadcast Ri, proposals for the unknown inputs to executors (this may overlap with
step 1).

(2’) Assignment voting. Once an executor has accumulated enough locally valid Ri, proposals to satisfy ¢, it broadcasts
a Vips vote to provers and executors.

(3’) Consensus on assignment. A prover assembles f + 1 signatures of Vi,s messages into a LPyry and submits a Tine
transaction to the loggers. The loggers run BFT consensus [I0] (c.f. Remark (1) and deliver D(Tiys) to all correct
nodes, at which point collect_unknowns returns and execution proceeds.

As in the single-party case, the anchoring of Tz, and Toy remains off the critical path.

12 Deployment & Hello World example

In Fig[8] we recall the deployment scheme illustrated in Fig[l] but with some more details and focusing on the application
layer built on top of Ledgera.

On Figl8] Ledgera is composed of the 5 Ledgents represented by circles. Among these Ledgents, 3 of them play the
client role, and each one is co-located with (i.e., runs on the same machine that) the process that runs application-specific
code (represented by diamonds).

Users interact with the application code to make higher-level application-specific requests (represented as green dashed
arrows on Fig. The application code may apply these requests by (1) translating them into a number of lower-level
Ledgera requests (Reun, Rin, Qsto) and submitting them to Ledgera, and awaiting responses (if request call is synchronous)
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Ledgent @ Ledgent playing the client role
co-localization

running application code

user/user interface

Ledgera

message passing communications inside Ledgera
client API

(optional) communications outside Ledgera

user interactions

Figure 8: Ledgera user-facing applications

or not (if request call is asynchronous) (represented as blue dashed arrows on Fig, and/or (2) partaking in additional
communications outside Ledgera (represented as orange arrows on Fig.

In the following, we present a basic example of a distributed application app_string concat built on top of Ledgera that
allows one to create and concatenate strings that may be securely stored.

12.1 Requirements of the application code
Ledgera Application Template. For our string concatenation application, the LAT is such that:
o LAT,, = string

o LAT,pn = {concat} where concat : string X string > string is the concatenation of two strings

o and LAT g = ({T} UUsengenendlz1] > length}) A ({T} UUrengenentlzal > length}) AT, 21 # 22))

This template allows us to define function specifications such as, for instance:

e the concatenation of the string “apple” with whatever string is stored in storage at the digest given in the valid
pos € LPg, corresponding to (concat, T,[1 +— “apple”,2 + pos]) (which is single-party)

e the concatenation of the string “apple” with whatever string of length greater than 2, corresponding to (concat, |zo| >
length, [1 — “apple”]) (which is multi-party)

e the concatenation of the string “apple” with whatever string of length greater than 2 distinct from “apple”, corre-
sponding to (concat, (|x2| > length) A (z1 # x2),[1 — “apple’]) (which is multi-party)

Monikers. Whenever one wants to refer to a function instance (e.g., in order to propose an argument to it via broadcasting
a R, message), one must use its 64 bytes identifier fid € &. To avoid human users having to remember and write 128
character hexadecimal strings, we propose that the application code maintains a simple dictionary of shorthand names
(called “monikers”) dictsy, : string — &. Whenever the underlying client gains knowledge of a new function instance
(via a valid LPgp), it creates a new moniker (e.g., cl,¢2,---) and completes its dictsy, accordingly.

Similarly, a user might want to refer to a value that is stored on the distributed storage at digest h € § for which it knowns
at least one valid pos € LPg such that pos.vs,.h = h. Instead of using the 64 characters long hexadecimal representation
of h, we allow the user to rather use a moniker provided by dictya; : string — . Whenever the underlying client gains
knowledge of a new stored value (via a valid LPg), it creates a new moniker (e.g., d1,d2,---) and completes its dictya
accordingly.

Representation of client knowledge. We propose to represent the Ledgera knowledge that the client has (and so
has the application code co-located with it) as follows:
e for each value stored on the distributed storage, we may hold the following information:

— The value’s digest.

— The various valid proofs LPg that guarantee storage of the value as either an input or an output of a function
instance.

— Its raw value.

e for each function instance that is declared, we may hold the following information:
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The function’s identifier and a valid LPgp.

— The function’s specification.

The LPgs for the function’s persistent inputs.

— If the function is multi-party, a LPyry delivered on the secure log that attests agreement on its unknown inputs
assignment.

A LP that attests agreement on the function’s output value.

— The raw value of the function’s output.

If the output is persistent, a corresponding LPg.

Application Code. For the app_string concat application, we implement the following:

e The application maintains local monikers for function instances (via a dictsy,) and stored values (via a dictya;). These
monikers may differ across distinct clients due to different orders with which they may learn about the existence of
LPgrps and LPg¢s.

e The application provides a Text User Interface from which the user might easily:

— browse the knowledge the underlying client has of Ledgera, and

— submit Rgy, and Ry, requests, built from parsing user-friendly commands that use the monikers.

12.2 The application code at work

Let us consider the example deployment represented in Figld] The users interact with local instances of the Text User

8 4;}68

Alice I RN Bob
7 n2 N
7 A\
client | executor client
API \\ prover // API
I N storer 7 I
oo \\\ o7 ong \\\
/  client Y internal /  client Y
: executor K—| message (—){ executor
\ / . \ /
\ prover // interface \ prover //
N N
S e I ~ storer _7
P N
/ n4 \
! |
‘\logger//

Figure 9: Deployment example for the string concatenation application
The scenario of utilization represented on Fig[T0] describes the three commands that we detail below.

First command. Let’s suppose that Alice (the red user on the left on Fig@ enters the command “/concat -s apple “pie”
(first command on the top of Fig on the TUI co-localized with Ledgent n;. This command is translated into a valid Reyn
request, cryptographically signed by node ny (yielding signature o1) and broadcast within the network of Ledgents.

Ledgera assigns nonce 1 to this first Rey, sent by nq, (first argument of the Rsy, constructor). The function to execute
is “concat” (see second argument of the Rgy, constructor, which is the function specification within parenthesis). The two
inputs “apple “pie” of the TUI command are translated into two known concrete raw string values : “apple” and “pie” in the
function specification [1 — “apple”, 2 — “pie”]. As we did not specify any constraints on our arguments (“apple” and “pie”,
which are known in advance), the predicate inside the function specification is T (constraint is always satisfied). The “-s”
flag in the TUI command determines output persistence, which corresponds to the T third argument of the R¢y, constructor.
The second input “pie” is flagged as persistent (via the “*” symbol) in the TUI command, which corresponds to the fourth
argument {2} of the Rgy, constructor. Here “apple” will not be stored in the secure storage while “pie” will be.

Since the Reyy request is valid, once the request is signed by ny (yielding signature 1) and broadcast to the Ledgents, we
eventually will have a number of Ledgera Proofs anchored as transactions in the Secure Log (by the liveness properties of
Sec. These proofs are given on Fig in the order with which they are expected to appear on the secure log (c.f. notion
of valid history of DeflT5). We enumerate these proofs below:
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g= TUI entered on node ny : /concat -s apple “pie
g command {
g Core Rfun(1, (concat, T,[1 — “apple”,2 — “pie”]), T,{2}) with cryptographic signature 0 by 11
o request i
z a LPgp for function instance declaration
P Proofs a LPg for storage of “pie” as second input
a LP¢ proving digest of result is “applepie”
(eventually) « ) « )
a LPg “pos1” for storage of “applepie” as output
s TUI entered on node n3 : /tag “pine
g command d
% Core Rfun(]., (Zd, J_, [1 — “pine”]), T, {1}) with cryptographic signature 09 by 13
; request d
= a LPgp for function instance declaration
8 Proofs « ) G i 9 .
3 a LPg “posy” for storage of “pine” as first input
wn (eventually)
" entered on node ny : /concat -s (>2) @d2
< TUI
=] entered on node ng : push_arg c3 {1} @Qd3
CEG commands
g Core Rfun(Q, (concat, (|$1‘ > 2), [2 — p051]), T, @) with cryptographic signature 03 by 11
ﬁU Rin(O'g, {1},p0$2) with cryptographic signature 04 by 13
= requests
~ \
g a LPpp for function instance declaration
f Proofs a LPy1y aggreeing to use “applepie” referred via poss as second input
& a LP¢ proving digest of result is “pineapplepie”
(eventually) “ - :
a LPg for storage of “pineapplepie” as output

Figure 10: Commands details

(1) The LPgp proves that at least one honest Ledgent has associated signature o7 to the function instance specification
described in the corresponding Rgy, request.

(2) The LPg proves that the value “pie” is reliably stored in the Secure Storage (and, we keep track, in the Secure Log,
that it is the second input of the function instance identified by o).

(3) The third will be a LP¢ proving that at least one honest Ledgent has locally performed the computation concatenating
“apple” to “pie” and has obtained the expected “applepie” as the result of the function instance identified by o;.

(4) The LPs proves that the value “applepie” is reliably stored in the Secure Storage (and, we keep track, in the Secure
Log, that it is the output of the function instance identified by o71).

Second command. Now suppose Bob (the blue user on the right on Fig@ enters the command “/tag “pine” (second
command in the middle of Fig on the TUI co-localized with Ledgent ns. Here the /tag operation corresponds to an
identity function (which does not compute anything). We use it here simply to store the “pine” value, which is marked as a
persistent input. The commands proceeds similarly to the first command above, the only difference being that the function
specification is for the identity function, and that the output is not marked as persistent.

Third and Fourth commands. Suppose that now Alice declares another concatenation function instance. This function
takes as second argument the result “applepie” of the previous concatenation function instance, via a reference to the storage
provided by the LPg proof pos; previously produced. The command specifies that the first input is an unknown with the
only requirement that is must correspond to a string that is longer than 2 characters. This makes this function instance
multi-party, and thus the function will not immediately return, but instead it will wait for the missing input to be filled-in.

Now Bob proposes the value “pine” that was previously stored (via the tag operation) as the first argument. As illustrated
on Fig this proposal corresponds to the Ri, (03, {1}, poss) broadcast by n;. Because this is a valid proposal, the function
instance will eventually be executed and produce a number of Ledgera Proofs (as implied by the liveness properties of
Sec. Among these proofs, an LPyg, is produced that guarantees agreement on using “pine” as a first argument. Also,
an LP¢ is produced that guarantees the integrity of the “pineapplepie” output returned by the function.
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Anchored objects. Ledgera anchors objects in both its Secure Storage and Secure Log. Fig[l1]below provides a graphical
representation of the various objects that have been anchored in our scenario.
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Figure 11: Dependencies between objects anchored (both in Secure Storage and Secure Log) in the scenario on Fig

13 Discussion

13.1 Synchrony model and BFT consensus

As noted in Remark [1] Ledgera’s liveness relies on a partially synchronous network model [10]: eventual message delivery
is the key assumption that would make BFT consensus terminate in a potential implementation of a BFT tolerant secure
log that we could plug into Ledgera Core. Ledgera deliberately leaves the concrete BFT protocol unspecified, treating the
secure log as a black box satisfying Props. Similarly to Hyperledger Fabric’s ordering service [2], which abstracts over
the underlying consensus protocol and allows it to be swapped out depending on the deployment’s trust and performance
requirements, Ledgera does not prescribe a specific consensus algorithm for the secure log.

13.2 BFT storage

BFT storage has been studied extensively, with a recurring theme of separating the data plane from the control plane
to reduce replication cost. MDStore [6] reduces data replicas from 3t + 1 to 2t + 1 by delegating write authorization
to a separate metadata service, while remaining fully asynchronous. Similarly, Farsite [I] separates file data (replicated
without BFT consensus) from directory metadata (maintained by BFT state-machine replication), using certificates to
authorize data writes. PoWerStore [9] introduces Proofs of Writing (PoW), which are certificates that attest that a write
has been completed, enabling efficient strongly-consistent storage; this concept is directly analogous to Ledgera’s LPg (Proof
of Shipment to Storage, c.f. Prop. [7]). The works by Padilha and Pedone [I4] address throughput scalability by partitioning
the storage and running independent BFT instances per partition, which are all of them coordinated by an atomic commit
protocol.

Ledgera’s storage layer adopts the data/control separation principle but with a distinct authorization model: write access
is guarded by computation proofs (LPgp for inputs, LPgp + LP¢ for outputs), tying a write directly to the computation lifecycle
of a function instance, rather than to a dedicated metadata service (c.f. Alg. . Addressing-by-content—i.e. each stored
value has its hash as (a suffix of) the key—makes writes idempotent and reduces the required storer pool to f + 1 replicas.
Storage replication is thereby kept off the critical path of the function-instance lifecycle (c.f. Sec. . Confidentiality of stored
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data, as studied in Belisarius [I3] via Shamir secret sharing across 3f + 1 servers, is not addressed in Ledgera V_.0_2 and is
left to future versions of this document.

13.3 Non-determinism

Ledgera V_0_2 restricts verifiable function instances to deterministic functions. This is the standard assumption underlying
threshold-signature certification: all honest executors must independently produce the same result from the same inputs
for the f + 1 quorum to be meaningful.

Cachin, Schubert and Vukolié¢ [7] provide a general treatment of non-determinism in BFT replication, distinguishing
three models: modular (the application is a black box), master-slave (a designated leader resolves non-deterministic choices),
and cryptographically secure (for operations requiring strong randomness, handled via verifiable random functions). In their
protocol, called Sieve, replicas execute an operation speculatively and independently, and they exclude outlying results to
limit divergence.

Extending Ledgera to support non-deterministic verifiable functions is a natural direction for future versions; the ap-
propriate mechanism would depend on the source of non-determinism (occasional divergence, randomized algorithms, or
cryptographic operations).

13.4 Membership and reconfiguration

Ledgera V_0_2 assumes a static set IV of Ledgents. Handling permanent addition or removal of Ledgents, and the associated
view-change protocol for the underlying BFT consensus, is a notoriously complex problem and is left to future versions.

13.5 Single fault threshold

As noted in Sec. [3] Ledgera V_0_2 uses a single Byzantine threshold f across all roles. In practice, different roles may have
different trust profiles: storers and loggers may belong to distinct administrative domains with different failure rates.
Generalising the fault model to role-specific thresholds is an acknowledged simplification left to future versions.

13.6 Applications

The design of Ledgera was originally motivated by the tool Fantastyc for decentralized federated learning [5].

Blockchain-based federated learning systems have a key scalability bottleneck: storing large model data and running
aggregation directly on-chain is prohibitively expensive. Fantastyc addresses this bottleneck by separating concerns: a BFT
set of servers performs robust aggregation and produces validity proofs; model updates and aggregated models are stored
in an off-chain fault-tolerant key-value store; and the blockchain anchors only cryptographic hashes and proofs, keeping
blockchain overhead independent of model size. Ledgera generalises this architecture from federated learning aggregation to
arbitrary verifiable computations, formalising the three-layer structure (storage, logging, function execution) that Fantastyc
instantiates for FL.

Federated learning. Fantastyc’s servers perform Byzantine-robust aggregation to filter out poisoned client updates [I1].
In Ledgera, each FL training round maps directly to a multi-party verifiable function instance: clients submit their model
updates as unknown inputs via Rj, proposals, the coreset-layer certifies agreement on which updates are included, and
executors run the aggregation function. The resulting proof and the updated model are anchored and stored exactly as in
Ledgera’s standard lifecycle.

Decentralised collaborative fine-tuning. In [8], we use Ledgera for a decentralised collaborative fine-tuning use case,
motivated by the need for cross-institutional Al governance without a central authority. The application combines two
components built over Ledgera. First, participants collaboratively construct a training knowledge base using Conflict-free
Replicated Data Types (CRDTSs); each document and each update is anchored on Ledgera as a sequence of LPgp, LP¢, and LPg
transactions, creating an immutable, independently verifiable edit history. Second, participants with sufficient computational
resources execute fine-tuning jobs locally; the initial model, hyperparameters, training parameters, and final model checkpoint
are each anchored on Ledgera, producing a complete end-to-end provenance trail covering data, computation, and results.

Confidential MPC. In Ledgera V_0_2, all raw input and output values are visible to the executors that perform the
computation. The coreset-layer provides agreement on the input set for multi-party function instances (c.f. Sec. , but
this is a coordination guarantee, it does not hide inputs from executors. In other words, multi-party function instances in
Ledgera are not to be understood as confidential MPC.

For confidential multi-party computation [4], where parties wish to compute a joint function without revealing their
private inputs to one another, Ledgera can provide coordination. Indeed, the coreset-layer can be used to agree on the input
shares of each input that should be used to compute output shares and then to agree on the subset of output shares used
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to recompose the output. Using Ledgera for this coordination makes the execution auditable, while the actual confidential
computation (e.g., based on secret sharing) runs separately.

Ledgera Yellow Paper version V_0_2

Payment transactions. A central motivation for Ledgera’s architecture is that total order is not always required for
application correctness. This is well established for payment transactions: it has been known that single-owner asset transfer
can be solved without consensus using Byzantine quorum systems (2f + 1 validations per transaction in an asynchronous
system). Even non-conflicting payments from the same balance must be processed by a common correct validator. Bazzi and
Tucci-Piergiovanni [3] break this bottleneck by introducing fractional spending transactions (transactions that spend only a
small fraction of a balance) validated using a novel class of probabilistic (k1, k2)-quorum systems with both lower and upper
intersection bounds. This enables up to k1 non-conflicting payments to be validated concurrently with fewer than f + 1
validations each in a fully asynchronous system under an adaptive adversary, while a settlement transaction (using a larger
quorum) reclaims remaining funds and prevents double-spending of the full balance.

Access control. Frey, Gestin and Raynal [12] study the synchronization power of AllowList and DenyList objects under
Herlihy’s consensus hierarchy, in a crash-prone asynchronous setting. They show that the consensus number of AllowList is
li.e., an AllowList (opt-in, set-membership proofs) can be implemented without any consensus. By contrast, the consensus
number of DenyList corresponds to the number of processes authorized to prove set-non-membership: only those verifiers
need to synchronize, not all processes. These results are applied to concrete systems including anonymous asset transfer, e-
voting, and decentralised identity management, providing guidelines for right-sizing the coordination each application actually
requires. This directly motivates Ledgera’s modular architecture: stateless verifiable computation (akin to AllowList-only
applications) needs no consensus in the critical path, while conflict-detecting applications such as asset transfer (akin to
DenyList-based systems) require a limited form of agreement among the relevant validators.
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